Lecture 13
Static Single Assignment &

Intro to Satisfiability Modulo Theories

1. Static single assignment (SSA)
2. Introduction to Satisfiability Modulo Theories (SMT)
3. SMT Application: Path Sensitive Program Analysis

Thanks to Clark Barrett, Nikolaj Bjgrner Leonardo de Moura, Bruno Dutertre, Albert Oliveras, and Cesare Tinelli
for contributing material used in this lecture.



Advanced Analysis for Program Correctness

« For program correctness, we need more sophisticated analyses
o Much slower, but still faster than humans!

Control flow Procedural Variables
Data flow analysis | Flow-sensitive Intfraprocedural | Scalar
Affine Transforms Flow-sensitive Infraprocedural | Arrays
SMT (this lecture) Path-sensitive Intfraprocedural | Scalars & arrays
Pointer analysis Flow-insensitive Interprocedural | Pointers
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Path-Sensitive Analysis

Two important concepts

1. Static single assignment

o A program intermediate representation used in many compiilers
o Also used in path-sensitive analysis

2. SMT (Satisfiability Modulo Theories)
o Satisfaction of first order logic with respect to theories

o Used in program verification, test case generation, hardware
verification, ... and clinical trial matching

o Very effective theorem prover,
developed over many years of research



Infroduction to Static Single Assignment

- Def-Use Chaining
o Many optimizations need to know the definition of a use of a variable

- Data flow analysis: Multiple reaching definition analysis for each use

X=2 X=3
— ———

Y=X+2

« A program is in Static Single Assignment (SSA) form when
o Each definition has a distinct name
o Each use refers to a single definition

X;=2 X,=13
X3 =D(X, X,)
Y, =X3+2

 To put aprogramin SSA form, we intfroduce ® functions

o X3=@(X;, X,): Assign to a new variable name, Xs,
either X; or X, depending on the control flow

M. Lam CS243: SMT



Construction of SSA (Static Single Assignment)

X, =2 X, =3

\/
X3 = CD(XL Xz)
Y, =X3+2

* Purpose of SSA
o Makes Def-Use chaining explicit (by the name of the variable)
o Encodes both the data flow and control flow

 Naming Variables: For each variable X, we create X, X,, ... such that

o Every definition of X is replaced with a definition to some X
o There is only one static definition for each X;

o Every use of X is replaced with some X;

* Insert ® functions: X, = ®(X; X))
o X lis defined fo be one of the values of the operands X;, X
depending on the control flow

o Inserted af join blocks B, where definitions of X;, Xireach B



SSA is Widely Used

« Used modern optimizing compilers
o Most notably, LLVM: Clang, rustc, swiftc, GHC, Julia
o GCC (GNU Compiler Collection), Microsoft Visual C++ compiler
o Java HotSpot JVM

o V8 (Google Chrome), SpiderMonkey (Firefox),
JavaScriptCore (Safari/WebKit)



Algorithm Outline for Generating SSA

1. Find placement of the ® functions

2. Name the variables
a. Every definition gets a new variable

b. Operands of ®:
reaching definitions at the end of each predecessor block.



Plocement of ® Functions

Informally, for a definition in B, place in the first “join blocks” following B

the first set of blocks reached from B that are not strictly dominated by B

X = X = X = (X, X) L
i \ \ v X= (D(X, X)
X= X = X =
\/ VA/ v‘/ !
X=O(X, X) X = O(X, X) v
l exit l
A basic block B1 dominates another basic block B2
iff all conftrol paths from entry to B2 must pass through Bl
If B1 # B2, then B1 strictly dominates B2
M. Lam
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Plocement of ® Functions

- Dominance Frontier (DF): A block B2 is in DF(B1) A block
o B2 not strictly dominated by B1 dominates
o One of B2's predecessors must be dominated by B1 itself
(Otherwise, it will be placed in the predecessor block)
X = X = X = ®(X, X) /
y \ \ v X= CD(X, X)
= X = X =
\/ VA/ v‘/ !
X = ®(X, X) X = (X, X) \
l exit l

v

A basic block B1 dominates another basic block B2
iff all conftrol paths from entry to B2 must pass through Bl

If B1 # B2, then B1 strictly dominates B2

« Repeat for new definitions with ®© functions recursively

M. Lam
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Example — Steps 1,2

2. Insert @ functions for definitions in prog.

1. Calculate the dominance frontier
B 1 2 3 4 |5 6 7 8
DF | {} {2} | {8} [{8}[{7} | {7} | {8} | {2}

M. Lam CS243: SMT 10




Example — Step 3

3. Insert @ functions for new definitions

1. Calculate the dominance frontier
B 1 2 3 4 |5 6 7 8
DF | {} {2} | {8} [{8}[{7} | {7} | {8} | {2}

M. Lam CS243: SMT 11




Example — Step 4

4. Insert @ functions for new definitions

Bl X =1

1. Calculate the dominance frontier
B 1 2 3 4 |5 6 7 8
DF | {} {2} | {8} [{8}[{7} | {7} | {8} | {2}

M. Lam CS243: SMT 12
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Example — Step 5

5. Assigh uniqgue names to definitions
Propagate definitions to uses (incl. ® operands)

B 1 2 3 4 |5 6 7 3
DF | {} |{2} [{8} [ {8} | {7} | {7} | {8} [{Z}]

M. Lam CS243: SMT 13



Optimizations Using SSA

« Convert to SSA form:

o Insert ® functions

o Assign unique names to definitions

o Propagate definitions to uses (including operands in ® functions)
« Perform optimizations...
« Convertf out of SSA form:

o For each @ function, insert a copy in predecessors

o Remove ® functions



Example of Optimizations:
On-the-Fly Simple Optimizations

° We can opﬁmize "on lI-he fly" Braun, M. et al (2013). Simple and
. . Efficient Construction of Static
while constructing the SSA form. Single Assignment Form.

« Each variable only has one definition

~ cheap to keep some information [y "% Vo-X
per variable during construction. |y;=0 vi=0
- Simple optimizations va=vo & vi
o Arithmetic simplification V3= V2 # 0 v3=false
. condjump v3

o Constant folding / \ \
o Copy propagation
o Common subexpression va=0 V5= Vo

elimination \ / /

= Needs to maintain some ve: ¢(Va,Vs)

information per expression return vg return vo

« Without doing dataflow,
can miss optimization
opportunities in loops

(b) Unoptimized (c) Optimized



2. What is Saftisfiability Modulo Theories (SMT)¢

. Satisfiability

o the problem of determining whether a formula has a model
(an assignment that makes the formula true)

« SAT: Satisfiability of propositional formulas
o A modelis a truth assignment to Boolean variables

o SAT solvers: check satisfiability of propositional formulas
o Decidable, NP-complete

« SMT: Satisfiability modulo theories

o Satisfiability of first-order formulas

containing operations from background theories
such as arithmetic, arrays, uninterpreted functions, etc.

E.g. g(a)=clf(gla)) Ll f(c)

o SMT Solvers:

o check satisfiability of SMT formulas with respect to a theory



Use of SMT for Program Correctness & Test Generation

» Precision: Path sensitivity

« Is assertion 4 in a program always fruee
If it is not frue, find an input that triggers the error

«  SMT formulation:
Given an assertion 4,
can we generate an input that triggers an error on a given path p?

o Let F be the formula representing the execution of p
o Is the formula F A—4 satisfiable?
o Not satisfiablee No error on that path

o Satisfiablee Find 1 assignment that satisfies the formula

(1 set of test inputs)



Each Statementis a Logical Clause
Program Assume data array bound is [0, N-1]  One execution path

1 void ReadBlocks(int data[], int cookie) Static Single Assionment (SSA)
2 A

3 int 1 = 0; 3 i, = 0;

4 while (true)

S {

6 int next;

7 next = datalil]; 7 next, = data, [i,];

8 if (! (1 < next && next < N)) return; 8 1, < next; && next, < N
9 i=1i+ 1; 9 i, =1, + 1;

10 for (; 1 < next; 1 =1 + 1) { 10 1, < nexty;

11 if (data[i] == cookie) 11 data, [i,] = cookiey;

12 i=1+4+1; 12 i = i, + 1;

13 else

14 Process (datal[1]); 10 i, = i3 + 1;

15 } 10 ! (i, < next;);

16 } 7 next, = datay [14];

17 }

M. Lam CS243: SMT 18



An Execution Path as a Logic Formula

Program Assume data array bound is [0, N-1]

1 void ReadBlocks (int data[], int cookie)

2 A
3 int i = 0;
4 while (true)
5 {
6 int next;
7 next = datal[i];
8 if (! (i < next && next < N)) return;
9 i=1+1;
10 for (; 1 < next; 1 =1 + 1) {
11 if (datal[i] == cookie)
12 1 =1+ 1;
13 else
14 Process (datal[i]);
15 }
16 }
17 }
Line 7: Array bound assertion A4:
(0 £ 1, A 1,< Ny)
M. Lam CS243. SMT

One execution path (SSA)

10
11
12

10
10

next, = data, [1,];

i, < next, && next; < N
i, = i, + 1;

i, < next;;

datay, [1,] = cookiey;

i, = 1, + 1;

1, = i3 + 1;
'(i, < next,);
next, = data, [1,];



Checking for Out-of-Bound Array Access (Line 7/, iteration 1)

Program Assume data array bound is [0, N-1]

1 void ReadBlocks (int datal],

One execution path (SSA)

int cookie)

2 A

3 int 1 = 0; F = { 3 1, = 0;

4 while (true)

S {

6 int next;

7 next = datalil]; 7 next, = data, [i,];

8 if (! (1 < next && next < N)) return; 8 1, < next; && next, < N
9 i=1+1; 9 i, =1, + 1;

10 for (; 1 < next; 1 =1 + 1) { 10 1, < nexty;

11 if (data[i] == cookie) 11 data, [i,] = cookiey;
12 i=1+4+1; 12 i = i, + 1;

13 else

14 Process (datal[1]); 10 i, = i3 + 1;

15 } 10 ! (i, < next;);

16 } 7 next, = datay [14];
17 }

Line 7: Array bound assertion A4:

(0 £ 1, A 1,< Ny)

M. Lam

15t execution of Line 7
Check: Is F A—A satisfiable?

0O A=(0 = 1, AN i< Nj)

il_
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Answer for Qut-of-Bound Array Access (Line 7, iteration 1)

Program Assume data array bound is [0, N-1]

1 void ReadBlocks (int datal],

One execution path (SSA)

int cookie)

2 A

3 int 1 = 0; F = { 3 1, = 0;

4 while (true)

S {

6 int next;

7 next = datalil]; 7 next, = data, [i,];

8 if (! (1 < next && next < N)) return; 8 1, < next; && next, < N
9 i=1+1; 9 i, =1, + 1;

10 for (; 1 < next; 1 =1 + 1) { 10 1, < nexty;

11 if (data[i] == cookie) 11 data, [i,] = cookiey;
12 i=1+4+1; 12 i = i, + 1;

13 else

14 Process (datal[1]); 10 i, = i3 + 1;

15 } 10 ! (i, < next;);

16 } 7 next, = datay [14];
17 }

Line 7: Array bound assertion A4:

(0 £ 1, A 1,< Ny)

F maps to

M. Lam

15t execution of Line 7
Check: Is F A—A satisfiable?

0O A=(0 = 1, AN i< Nj)

{1,~,0, Nyg—0} suarn

il_

Yes!
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Checking for Out-of-Bound Array Access (Line 7, iteration 2)

Program Assume data array bound is [0, N-1]

1 void ReadBlocks (int datal],
2 |

One execution path (SSA)

int cookie)

/

\

>

3 int 1 = 0; 3 i, = 0;

4 while (true)

S {

6 int next;

7 next = datali]; 7 next, = data, [i,];

8 if (! (i < next && next < N)) return; 8 i, < next; && next; < N

9 i=1+1; F=,N 9 i, = i, + 1;

10 for (; 1 < next; 1 =1 + 1){ 10 1, < nexty;

11 if (data[i] == cookie) 11 data, [i,] = cookiey;

12 i=1i+ 1; 12 i, = i, + 1;

13 else

14 Process (data[1i]); 10 1, = i + 1;

15 } 10 ! (i, < next;);

16 } 7 next, = data, [i,]; /

L7 2" execution of Line 7

Line 7: Array bound assertion A4: Check: Is FF A—A satisfiable?

(0 < i, A 1i,< Ny) FA-(0< i, A 1,< Np)

Yes! SMT solver finds an assignment
that satisfies the proposition

M. Lam CS243: SMT 22



Answer for Qut-of-Bound Array Access (Line 7, iteration 2)

Program Assume data array bound is [0, N-1]

1 void ReadBlocks (int datal],

2 A

3 int 1 = 0;

4 while (true)

5 {

6 int next;

7 next = datal[i];

8 if (! (i < next && next < N)) return;

9 i =14+ 1;

10 for (; 1 < next; 1 =1 + 1) { }7__/\_<<

11 if (datal[i] == cookie)

12 1 =1+ 1;

13 else

14 Process (datal[il); Var >

15 } No 3

16 iy 0

17 } 3 1

Line 7: Array bound assertion A4: fa 2
i

(0 < i, A i,< Ny) :extl >

data, <2,0,0>
cookie, | O

M. Lam CS243. SMT

One execution path (SSA)

int cookie)

//; i, = 0;

7 next, = data, [i,];

\

8 1, < next; && next, < N

9 i, = 1, + 1;
10 1, < next,;
11 datay [1,] = cookiey;
12 i, = i, + 1;

10 i, = iy + 1;
10 ! (i, < next,);

7 neXt2 = datao [l4:|;

BUG!!

/
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Checking the Whole Program All at Once

« A program has many execution paths

« Conditional statements

o Represent alternative paths symbolically with one formula
using SSA

« Loops
o Optimistically: Unroll a few times
o Catches many errors, but not all errors



Conditional Statements

- Conditional statements: ) functions in SSA

1 if (i > 0) { ﬂ ©, = (i, > 0)

2 a = 2; 2 a; = 2

3 b = 3; 3 b, =3

4} else

o {

6 a = 3; =/\< 6 a, = 3

7 b = 2; 7 b, =2

8} 8 a3 = ¢?ai:a,; //(¢~asz=ai) A(mp-as=as)
8 Dby = ¢?bi:byi //(@-bs=by) A (mp-bs=Db))

9 c = atb; \9 Ccy; = astb,

e Assertd: c; =5
« Substituting with constants,
F:ooo = (ig > 0) A (o> c3 = 5) A (=p;> c5 = 5)
« |s FF A—A satisfiablee (Substituting a; b, a, b, with constants)
¢, = (i, > 0) A (¢» c5 =5 A (=¢;—» c5 = 5) A (c; # 5)

M. Lam CS243: SMT




Applying the Resolution Rule 1o Example

Is ' A=A satisfiable?

(p]_:(j_o > O) /\ ((P1—> Cy = 5) /\ (_I(p1—> Cy =

Recal:p - g = -pvg
e.=(iy > 0) A (=oV c3=5) A (¢.V c5
@:=(i, > 0) A (c5=5) A (c3# 5)

F A=A is not satisfiable
The assertion A4 is true.

Resolution rule in propositional logic:

(cys # 5)

Given p v A and —p v B, add the resolvent 4 v B

Resolve pvA -pvB
Av B

M. Lam CS243: SMT
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Loops

Opftimistically: Unroll two times

for

M. Lam

(; i<next; 1 = 1 + 1) {
if (data[i] == cookie)
i=1i+1;
else
Process(datal[i]);

O J o U wdhR
'_l.
H

Ne]

10
11
12
13
14
15
16
17 }

(i < next) {
if (data[i] == cookie)
i=1i+1;
else

Process (data[i]);

if (i < next) {
if (data[i] =
i=1+ 1;

else
Process(data[i]);

= cookie)

Unrolling the loop twice finds many (but not) all bugs

CS243: SMT
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Summary

« SSA: Static single assignment
o A useful program representation
o Facilitate optimizations, path-sensitive analysis

o Used in many optimizations

« SMT: Satisfiability Modulo Theories
o Application: Finds errors with path-sensitive analysis

o Next class:
o How to create an SMT solver?

o What are other applications?

M. Lam CS243: SMT
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