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ABSTRACT
Thispaperpresentsastaticanalysistool thatcanautomatically�nd
memory leaksand deletionsof danglingpointersin large C and
C++ applications.

We have developeda typesystemto formalizea practicalown-
ershipmodel of memorymanagement.In this model, every ob-
ject is pointedto by oneandonly oneowningpointer, which holds
the exclusive right andobligationto eitherdeletethe objector to
transfertheright to anotherowning pointer. In addition,a pointer-
typedclassmember�eld is requiredto eitheralwaysor never own
its pointeeat public methodboundaries.Programssatisfyingthis
model do not leak memoryor deletethe sameobject more than
once.

We have also developeda �o w-sensitive and context-sensitive
algorithmto automaticallyinfer the likely ownershipinterfacesof
methodsin a program. It identi�es statementsinconsistentwith
themodelassourcesof potentialleaksor doubledeletes.Theal-
gorithm is soundwith respectto a large subsetof the C andC++
languagein thatit will reportall possibleerrors.It is alsopractical
andusefulasit identi�es thosewarningslikely to correspondto er-
rorsandhelpstheuserunderstandthe reportederrorsby showing
themtheassumedmethodinterfaces.

Our techniquesarevalidatedwith an implementationof a tool
we call Clouseau.We appliedClouseauto a suiteof applications:
two webservers,a chatclient,secureshelltools,executableobject
manipulationtools,anda compiler. The tool founda total of 134
seriousmemoryerrorsin theseapplications.Thetool analyzesover
50K linesof C++ codein about9 minuteson a 2 GHz Pentium4
machineandover 70K linesof C codein just over a minute.
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1. INTRODUCTION
Many existingprogramsarewrittenin CandC++wherememory

needsto bemanuallymanaged.Leakingmemoryanddeletingan
objectmultiple timesaresomeof the mostcommonandhard-to-
�nd errorsin theseprograms.Memory leakscancausememory-
intensive andlong-runningprograms,suchasserver codes,to fail.
Deletinganobjectthathasalreadybeendeletedcancausememory
corruption.

1.1 Existing Tools
Dynamic tools like Purify are commonly used for detecting

memorymanagementerrorsin programs[20].Purify instruments
a programandreportsall allocatedmemoryat programexit that is
notpointedto by any pointers.Unfortunately, it canonly �nd leaks
that occurduring instrumentedexecutionsandincursa nontrivial
run-timeoverhead.Moreover, Purify canonly identify thealloca-
tion sitesof leaked memory;usersarestill left with the dif�cult
taskof �nding thestatementsthatcausetheleak.

A numberof automaticstaticanalysistools, suchasPRE�x[6]
andMetal[12,19], havealsobeendevelopedthathelp�nd memory
leaksin programs.Thesetoolsaim to identify thosecaseswhena
programlosesall referencesto an object without having deleted
the object. However, without global pointeraliasanalysis,these
tools cannottrack pointersstoredin recursive datastructuresand
containerobjects.Thus,they canonly �nd memoryleaksthatoc-
cur closeto allocationsites,missingmany errorsthat accountfor
importantleaksin realprograms.

Techniquesthat requireuserparticipationhave also beenpro-
posed.Linear typesallow only onereferenceto eachdynamically
allocatedobject[26]. This restrictionis enforcedby nullifying the
contentsof a linear-typed variablewhenever it is read. That is,
whenever apointerassignment,q = p, is executed,thevalueof p
is nulli�ed andq becomesthesolereferenceof theobjectpointed
to by p. Memorymanagementis simplewith lineartypes;deleting
anobjectwhenever its uniquereferenceis destroyedguaranteesno
memoryleaks,no doubledeletesandno danglingreferences.Un-
fortunately, it is dif�cult to programwith the semanticsof linear
types.



Theauto ptr templateclassin theC++ standardlibrary is an
attemptat a practicalsolution. An auto ptr ownsthe object it
pointsto; whenever anauto ptr is destroyed,theobjectit points
to is automaticallydeleted. An auto ptr is nulli�ed whenever
it is copied;however, unlike linear types,multiple referencesare
allowed. Similar conceptsareadoptedby LCLint[13], which re-
quire programmersto decoratetheir pointer variableswith only
andsharedkeywords.Theburdenimposedontheprogrammerand
thelackof supportfor polymorphicownershipsin functionsrender
thesetechniquesunappealing.

1.2 Contributions
We have developeda fully automatictechniquethat can �nd

memoryleaksandmultipledeletesin largeC andC++programs.It
is powerful enoughto �nd leaksof objectswhosereferenceshave
beenstoredin recursivedatastructuresin C++programs.Themain
contributions of this paperinclude the formalizationof a practi-
cal memory managementschemebasedon object ownership,a
fully automaticownershipinferencealgorithm,andvalidation of
theideasvia animplementationandanexperiment.

1.2.1 A PracticalObjectOwnershipModel
Oneway to ensurethatno memoryis leaked is to checkthatan

objectis deletedwhenever its lastreferenceis obliterated.Enforc-
ing sucha propertyis dif�cult asit requires,amongotherthings,
trackingall pointersto recursive datastructurescarefully. In fact,
this is too hardevenfor programmerswho,whendealingwith ob-
jectsthathave multiple aliases,oftenresortto dynamicreference-
countingschemes.However, dynamicreferencecountingcanbe
expensive andcannothandlecirculardatastructures.

In practice,programmersoftenadoptsimpleprogrammingcon-
ventionsto help them managememory. One suchconvention is
object ownership, which associateswith eachobject an owning
pointer, or owner, at all times.An owning pointerholdstheexclu-
siveright and obligation to eitherdeletethe object it pointsto or
to transferthe right to anotherowning pointer. Upon deletingthe
object it points to, an owning pointerbecomesnon-owning. One
or morenon-owningpointersmaypoint to thesameobjectat any
time. Notethat this notionof ownershipis differentfrom thecon-
ceptof ownershipfor encapsulation[7,9, 21], which assumesthat
all accessesto anobjectmustgo throughanowning pointer.

This modeleliminatesthepossibilityof deletinganobjectmore
than onceand guaranteesthe deletionof all objectswithout ref-
erences.However, like referencecounting,this model may leak
objectswhoseowning pointersform a cycle. This is rarein prac-
tice becausemostprogramsaredesignedwith acyclic ownership
structures.

Well-designedobject-orientedprogramsoftenhavesimpleeasy-
to-useexternalmethodinterfaces.Onecommonidiom is to require
thatpointermember�elds in anobjecteitheralwaysor never own
their pointeesat public methodboundaries.Correspondingly, the
destructormethodof anobjectcontainscodeto deleteall andonly
objectspointedto by owning member�elds. By adoptingthis as-
sumption,ourtoolcanreasonaboutobjectownershipwith thesame
relative easeaffordedto programmers.

Wehavedevelopeda formal typesystemfor asmalllanguageto
capturethe objectownershipmodelasdescribedabove. We have
also expandedthis formal model to handlemost of the safefea-
turesof the full C andC++ languages.Our ownershipmodel is
applicableto realprogramsbecause:

1. Unlike linear types,multiple non-owningreferencesareal-
lowedto point to thesameobject.

2. Ownershipcanbetransferred.Eachobjecthasanownerim-
mediatelyupon creation,and the ownershipmay be trans-
ferredfrom ownerto owneruntil theobjectis deleted.

3. Normal assignmentand parameterpassingsemanticsare
supportedby allowing ownership to be optionally trans-
ferred. In statementu = v, if v owns its objectbeforethe
statement,it caneitherretainownership,or transferowner-
ship to u andbecomea non-owning pointer itself after the
assignment.

4. Objectmember�elds arerequiredto have the sameowner-
ship only at public methodboundaries.More speci�cally,
this invariantis requiredto hold only at methodinvocations
wherethereceiving objectmaynot bethesameasthesend-
ing object.

5. Polymorphicmethod interfacesare supported. The own-
ership type signaturesof methodsare representedby con-
straintson theownershipsbetweeninput andoutputparam-
eters. The samemethodmay be invoked usingparameters
with differentownershipsaslongastheconstraintsaresatis-
�ed.

Note thatwe arenot advocatingtheexclusive useof anowner-
ship modelfor all objects. It is sometimesappropriateto manage
someobjectsin a programusingother techniques,suchasrefer-
encecountingandregion-basedmanagement.Oursystemdoesnot
requirethatmemorybemanagedsolelywith theownershipmodel.

1.2.2 AutomaticOwnershipInference
Our algorithmautomaticallyinferstheownershipsignaturesfor

all pointermember�elds andmethodinterfacesdirectly from the
codeandcanbeappliedto existing C andC++ programswithout
any modi�cation. Thealgorithmis sound,i.e. it reportsall possi-
bleerrors,for thelargesafesubsetof C++describedin Section3.5.
Thealgorithmis alsopracticalandusefulfor thefollowing reasons.
Being�o w-sensitive andcontext-sensitive, thealgorithmis power-
ful yet fastenoughto runonrealprograms.It is designedto isolate
thesourcesof errorsandnot let thempropagate.It identi�es those
warningsmostlikely to correspondto errors.Lastly, it helpsusers
understandtheerrorreportsby showing themtheassumedmethod
interfaces.

The object ownership model is designedto allow fast infer-
ence. Tracking propertiesof objects,suchas the count in refer-
encecounting, requirestracking aliasesof objects,which is ex-
pensive. Ownershipis not a propertyassociatedwith the objects
beingmanaged,but ratheranabstractpropertyassociatedwith the
pointervariablesthemselves. We placeownershipinferencecon-
straintson pointervariablesto ensurethatownershipis conserved
betweenassignmentsandparameterpassingin procedures.Meth-
odsin C++ classesareallowed to transferownershipinto andout
of their pointer member�elds. By assumingthat member�elds
areeitheralwaysowningor never owningatpublicmethodbound-
aries,we caneasilytrackmember�elds in thethis objectwithin
methodsin a class.Alias analysisis renderedunnecessaryby not
allowing ownershipto betransferredto: pointermember�elds out-
sideof their class,staticpointervariables,pointersto pointersor
pointerarrays.This model,while simple,is suf�cient to �nd many
errorsin realcode.

A powerful �o w-sensitiveandcontext-sensitiveownership in-
ference. Thealgorithmtracksownerships�o w-sensitively asthey
are transferredbetweenlocal variablesandcontext-sensitively as
they are transferredbetweenproceduralparameters.Ownership
is tracked with 0-1 valuedvariableswhere1 meansowning and



0 meansnon-owning. Ownershipinferenceis modeledassolving
limited formsof 0-1 linearinequalities.Werepresentmethodown-
ershiptypespolymorphicallyandsuccinctlyas0-1 linearinequali-
tieson theownershipsof inputandoutputparameters.Wealsouse
a sparserepresentationakin to semi-prunedSSAform[5] to reduce
thesizeof theconstraintspermethod.While ownershipconstraints
canberesolvedwith a general-purposesolver, we have developed
a specializedownershipconstraintsolver for ef�ciency andto gain
controlover how inconsistenciesarereported.

A soundand practical tool by prioritizing constraints. It can
be dif�cult to deducethe actualcauseof errorsreportedby poly-
morphictypesystems.Especiallybecauseour modeldoesnot en-
compassall legal ways of managingmemory, a soundalgorithm
canpotentiallygeneratemany falsepositivewarnings,whichcould
renderthetool ineffective. Our solutionis to satisfythemorepre-
ciseconstraints�rst soasto minimizethepropagationof errorsas-
sociatedwith thelesspreciseconstraints.In addition,thewarnings
areranked accordingto theprecisionof theconstraintsbeingvio-
lated.By concentratingon thehigh-rankedwarnings,andwith the
helpof theautomaticallycomputedmethodsignatures,theusercan
�nd errorsin theprogramwith reasonableeffort. Theadvantageof
having a soundsystemis that researcherscanbrowsethroughthe
low-rankedwarningsto understandthesystem's weaknessandun-
cover opportunitiesfor furtherimprovement.

1.2.3 Validation
We have implementedthe algorithmpresentedin this paperas

a programanalysispassin theSUIF2compilerinfrastructure.We
appliedthesystem,calledClouseau,to six largeopen-sourcesoft-
waresystems,which have a total of about400,000lines of code.
Everyoneof theC++ programsin our experimentcontainsclasses
thatconformto our objectownershipmodel. Clouseaufound134
de�nite errorsin theprograms.It analyzedover 50K linesof C++
codein about9 minutesona 2 GHz Pentium4 machine.

1.3 Paper Organization
Therestof thepaperis organizedasfollows. Section2 givesan

overview of thedesignof ourownershipmodel.Section3 presents
our formalownershiptypesystemfor asimpleobject-orientedpro-
gramminglanguageanddescribeshow we extendthesystemto C
andC++. We describeour type inferencealgorithmin Section4
andpresentexperimentalresultsin Section5. We describerelated
work in Section6 andconcludein Section7. AppendixA contains
thestatictyping rulesfor ourownershiptypesystem.

2. OVERVIEW
This sectionpresentsa high-level overview andtherationalefor

our system,with the help of several examples. We describehow
wecreateconstraintsto modelownershipin aprogramandhow we
orderthesatisfactionof constraintsto improve thequality of error
reports.

2.1 Optional Ownership Transfer in Assign­
ments

Pointersreturnedby allocationroutinesandpointerspassedto
deallocationroutinesare,by de�nition, owning pointers. Owner-
shipof all otherpointervariablesneedsto beinferred,asillustrated
by thefollowing simpleexample:

EXAMPLE 1. Assignmentstatements.

u = new int; (1)
z = u; (2)
delete z; (3)

Theobjectallocatedin statement(1) is clearlynot leakedbecause
it is deletedin statement(3) throughthealiasz. Oursystem,how-
ever, doesnot trackpointeraliasesperse. Instead,it knows thatu
is anowneraftertheallocationfunctionin statement(1) andthatz
is anownerbeforethedeleteoperationin statement(3). Statement
(2) representsa possibletransferof ownershipfrom u to z. All
theconstraintscanbesatis�ed by requiringthat theownershipbe
transferredfrom u to z, andthustheprogramis leak-free. 2

Noticethattheanalysisis necessarily�o w-sensitive. Thesource
anddestinationvariablesof an assignmentstatementmay change
ownershipafter theexecutionof theassignment.In addition,both
forwardandbackward �o w of informationis necessaryto resolve
theownershipof variables,asillustratedby theexampleabove. We
modelall statementsasconstraintssuchthat if all the constraints
extractedfrom a programcanbesatis�ed thentheprogramhasno
memoryleaks. Our analysisis not path-sensitive; a variablemust
have thesameownershipat thecon�uenceof control�o w paths.

2.2 Polymorphic Ownership Signatures
Our analysisusesan accurate�xpoint algorithm to compute

polymorphicownershipinterfacesfor eachmethodin theprogram.
The analysisinitially approximatesthe effect of eachmethodby
ignoring the methodsit invokes. It then instantiatesthe approxi-
mationof thecallee's constraintsin thecaller's context to createa
betterapproximation.This stepis repeateduntil thesolutioncon-
verges.

EXAMPLE 2. Recursive procedures.

int *id(int *a) f
int *t = 0;
if (pred()) f

int *c = new int;
t = id(c);
delete t;

g;
return(a);

g

The recursively de�ned id function returnsthe original input
value,with thesideeffect of possiblycreatinganddeletinga num-
ber of integers. Even thoughid is called with an owning input
parameterandreturnvaluein therecursive cycle,our analysiscor-
rectly summarizesthefunctionasrequiringonly that theinput pa-
rameterandthereturnvaluehave identicalownerships. 2

2.3 Object Ownership
For C++ programs,member�elds in objectsareassumedto be

either always owning or never owning at public methodbound-
aries. Our analysisstartsby examininga class's constructorsand
its destructorto determinethe ownershipsignaturesof its �elds,
i.e. whetherthe�elds areowning or non-owning at public method
boundaries.Becauseanobject's member�elds canonly be mod-
i�ed by methodsinvoked on the object, our analysisonly needs
to track member�elds of the this object intraprocedurallyand
acrossmethodson the this object. At othermethodinvocation
boundaries,member�elds take ontheownershipspeci�edby their
signatures.



EXAMPLE 3. Objectinvariants.

class Container f
Elem *e;

public:
Container(Elem *elem) f

e = elem;
g
void set_e(Elem *elem) f

delete e;
e = elem;

g
Elem *get_e() f

return(e);
g
Elem *repl_e(Elem *elem) f

Elem *tmp = e;
e = elem;
return(tmp);

g
˜Container() f

delete e;
g

g

Member�eld e can be easily recognizedas an owning mem-
berof theContainer classbecausethedestructor̃Container
deletesit. Oncee hasbeenidenti�ed asanowning member�eld,
the analysiscan infer the ownershipof pointerspassedto and
returnedfrom eachmethodof the class. The constructorCon-
tainer andset e mustbepassedanowning pointer;thereturn
valueof get e mustnot be owning; the argumentandreturnof
repl e mustbothbeowning. This examplealsoillustratesa lim-
itation of themodel. In practice,many classesimplementa poly-
morphicget e methodanda set e thatdoesnotdeletetheorig-
inal member�eld. Theobjectinvariantis temporarilyviolatedby
codethatusesget e �rst to retrieve anowning pointerthenuses
set e to depositanowningpointerin its place.Ouranalysis�ags
this idiom asa violationof theownershipmodel. 2

2.4 Reporting Err ors
It is importantthata leakdetectiontool pinpointsthestatements

that leak memory. In our system,a memoryleak shows up asan
inconsistency amongconstraintscollectedfrom a numberof state-
ments.Thetool shouldstrive to identify which amongthesestate-
mentsis likely to be erroneous.Our solution is to try to satisfy
the morepreciseconstraints�rst, classifythoseconstraintsfound
to be inconsistentaserrorsandleave themout of considerationin
subsequentanalysis.Furthermore,we rankall theidenti�ed errors
accordingto theprecisionof theconstraintsbeingviolated.

EXAMPLE 4. For theclassde�ned in Example3, supposethere
is oneillegaluseof theContainer classthatdeletestheelement
returnedby get e. Had the analysisconsideredthe constraints
generatedby this usage�rst, it would concludethatmember�eld
e is not owning in the Container class. This would lead the
analysisto generateerrorsfor all correctusesof theclass,including
onefor the˜Container destructorfunction.Ouranalysisavoids
this problembecauseconstraintsfrom destructorsandconstructors
areconsideredto bemorepreciseandarethussatis�ed�rst. 2

Oursystemdoesnotallow any writesof owningpointersto �elds
in C structuresor arraysof pointers.Many violationsof thisrestric-
tion areexpectedin realprograms.To avoid propagatingsuchinac-
curacy to many otherstatementsin theprogram,ouralgorithm�rst

analyzesthe codeassumingthat indirect accessescan optionally
holdowningpointers,thenre-analyzesit with thestricterconstraint
to generateall the warningsnecessaryto make the systemsound.
More detailson constraintorderingcanbefoundin Section4.3.

3. OBJECT OWNERSHIP CONSTRAINTS
This sectionpresentsa formal type systemthat modelsobject

ownership. We de�ne a small object-orientedprogramminglan-
guagewith typedownerships.This languageassociates0-1 own-
ershipvariableswith pointersto indicatewhetherthey own their
pointees.Everymember�eld in a classhasa �eld signaturewhich
indicatesif it is owning or non-owning at public methodinvoca-
tions. Eachmethodalsohasanownershipsignaturewhich speci-
�es constraintson theownershipvariablesassociatedwith param-
etersandresults.Note thatalthoughthis languageis de�ned with
declared�eld andmethodsignatureownerships,our inferenceal-
gorithmautomaticallyinfers thesesignaturesfrom C andC++pro-
grams.

Well-typed programsin our ownership type system can be
shown, usinganapproachdevelopedby Wright andFelleisen[28],
to satisfythefollowing two properties:

PROPERTY 1. There existsoneandonlyoneowningpointerto
everyobjectallocatedbut notdeleted.

PROPERTY 2. A deleteoperation can only be applied to an
owningpointer.

Property1 guaranteesno memoryleaks;objectsnot pointedto by
any variablesarealwaysdeleted.Together, bothpropertiesguaran-
teethatobjectscanonly bedeletedonce.

We�rst presentthelanguagein Section3.1.Sections3.2and3.3
describethehandlingof intraproceduralconstraintsandinterproce-
duralconstraints,respectively. Section3.4 describeshow we han-
dlenull pointers.Finally, Section3.5describesextensionsto cover
mostof thesafefeaturesin C andC++.

3.1 A Languagewith TypedOwnership
A programP consistsof a set of classesCL(P ); eachclass

c 2 CL(P ) hasanorderedsetof member�elds F(c), a construc-
tor newc , a destructordelete c anda setof othermethodsM( c).
Constructorsand destructorscan executearbitrary codeand call
othermethods.Constructorshave a list of formal argumentsand
a returnvalue;destructorshave a singleimplicit this argument,
andall othermethodshave animplicit this argument,formal ar-
guments,anda returnvalue.

A methodbodycontainsa scope statement,which canaccess
the this variable,local variablesandparameters.Field accesses
areallowedonly on thethis object. Thelanguagehasa number
of assignmentstatements.Simplevariablescanbe assignedfrom
NULLvalues,variables,class�elds, andmethodinvocationresults.
Fieldsin aclasscanonly beassignedfrom variables.Thelanguage
alsohasa numberof compoundstatements:composition,if and
while .

This languagehasownershipvariablesassociatedwith parame-
tersfor eachmethodandmember�elds for eachclass.Theowner-
shipvariablesmaybegiven two values� 2 f 0; 1g, where� = 1
meansowning, � = 0 meansnon-owning. Constraintson owner-
shiparerepresentedas0-1 linearinequalitiesover ownershipvari-
ables. Theseconstraintsform a semi-lattice. The top element>
in this lattice is true , andthebottomelement? is false . The
meetoperatorin the lattice correspondsto the conjunctionof 0-1
linearconstraints.C1 � C2 if andonly if solutionssatisfyingC1

alsosatisfyC2 .



Eachmember�eld f in classc hasanassociated�eld ownership
typeFOTc(f ), [� ; � = � ], which speci�esthat �eld f is associated
with ownershipvariable� whosevalueis � . Whenever a method
is invokedon a receiver objectotherthanthis , �elds in both the
senderandreceiver objectsmustobey theownershipsspeci�ed in
their respective �eld ownershiptypes.

Eachmethodm in classc hasan associatedmethodownership
type MOTc(m), [~� ; C ]. ~� speci�es the ownershipvariablesfor
this , the formal arguments,the classmember�elds at method
entry andexit, andthe returnvalue. C speci�es the setof linear
constraintsthatmustbesatis�edby theseownershipvariables.The
signaturesfor constructorsincludeownershipvariablesfor formal
arguments,�elds on methodexit, and the returnvalue. The sig-
naturesfor destructorsincludeownershipvariablesfor this and
�elds onmethodentry.

Typing rulesin our systemensurethatonceanobjectis created,
its ownershipis heldby somepointervariable.Thisownershipmay
be transferredvia assignmentsand parameterpassingin method
invocationsor storedin anowning member�eld. Whentheobject
is �nally deleted,the owning variablerelinquishesownershipand
all objectspointedto by owning member�elds are alsodeleted.
Typing judgmentsfor statementsin oursystemhave theform

B ; D ; C ` s ) D 0; C 0

which statesthatgivena mappingfrom variablesto their declared
classtypeB , amappingfrom variablesto theirownershipvariables
D , anda setof ownershipconstraintsC, it is legal to executethe
statements, whichresultsin anew ownershipmappingD 0 andnew
constraintsC0.

Thestaticownershiptypingrulesareshown in AppendixA. Due
to spaceconstraints,we will discussonly onerepresentative infer-
encerule in detail to give readersa �a vor for how the systemis
de�ned formally andfocuson explaining the intuition behindthe
formulation.

3.2 Intrapr ocedural Ownership Constraints
Assignment Statements. Let us �rst consideran assignment

statementz = y, wherey andz arebothsimplevariables.Thein-
ferencerulefor thesimpleassignmentstatement,ruleSTMT-ASGN,
is givenin AppendixA andreproducedhere:

D ` y : � y ; z : � z

� z
0; � y

0 fresh C 0 = C ^f � z =0 g^ f � y = � y
0 + � z

0g

B ; D ; C ` z = y ) D [z7! � z
0; y7! � y

0]; C 0

The term D [z7! � z
0] is the functional updateof the map D that

bindsz to � z
0 afterremoving any old binding.

The ownershipsof both y and z can changeafter the state-
ment. � y and� z representsthe ownershipsof y andz beforethe
statement;� y

0 and � z
0 representtheir ownershipsafter the state-

ment. Sincez is overwritten, it mustnot own its pointeebefore
thestatement(� z = 0), otherwisememoryis leaked. Theconstraint
� y = � y

0 + � z
0 guaranteesthe conservation of ownershiprequired

by Property1. If y owns its pointeebeforethestatement,it either
retainsownershipor transfersit to z after thestatement.If y does
notown its pointee,neithery norz is anownerafterthestatement.

Within a method,�elds of thethis objectaretreatedlike local
variables.Wede�ne two rulesSTMT-FLDASGN andSTMT-FLDUSE

to handleassignmentsto andfrom member�elds of thethis ob-
ject. Thesearesimilar to their STMT-ASGN counterpart.

A NULLpointercanbetreatedaseitherowning or non-owning.
In C++, it is legal to deletea NULL pointer. We have found this
relaxedconstraintusefulfor analyzingC aswell. Thus,if theright
handsideof anassignmentstatementis NULL, weonly requirethat
the overwrittenvariablebeforethe assignmentbe non-owning as

givenin therule STMT-NULL. A new, unbound,ownershipvariable
is generatedto representtheownershipof thedestinationvariable
aftertheassignment.

Control �o w statements. The rule for composition,STMT-
COMP, is straightforward. Our treatmentof control �o w is path-
insensitive. At join points,variablesand�elds musthave thesame
ownershipat the con�uenceof control �o w paths,asre�ected in
rulesSTMT-IF andSTMT-WHILE.

3.3 Inter procedural Constraints
Constructors(new) and destructors(delete ) are specialbe-

causethe former are guaranteedto return owning pointersand
the latter always expect owning this pointers. Thus, we have
threeseparateinferencerules,CONSTR-GOOD, DESTR-GOOD, and
METHOD-GOOD, to specifywhenconstructors,destructors,andall
othermethodsarewell-typed.

Local variablesde�ned in thescope statementin eachmethod
mustnot carry ownershipon entry andexit; returnvariablesstart
out non-owning, but may carry ownershipuponexit. The owner-
shipconstraintsimposedby themethod'sscopestatementonall ex-
ternallyvisiblevariablesaresummarizedby a method's ownership
type (MOT). Variablesthat areexternally visible include the im-
plicit this parameter, input parameters,member�elds at method
entryandexit, andthereturnvalue.

To keepour type systemsimple,we have adoptedthe conven-
tion thatall variablesto bepassedasinput parametersare�rst as-
signedto freshvariables,which are thenpassedasparametersin
their place. This implies thatall owning actualparameterscanbe
assumedto passtheirownershipsto their formalcounterparts.That
is, formalinputparametersmaybeowningor non-owninguponen-
try, but mustnotbeowningonexit. Thisconventionalsoavoidsthe
complexity thatariseswhenthesamevariableis passedto multiple
argumentsof amethod.

Wereferto methodinvocationswherethesenderandthereceiver
areknown to bethesameobjectasinternal. All othermethodin-
vocationsareconsideredexternal. As indicatedby the inference
rule for internalmethodinvocationsSTMT-INTCALL, eachexecu-
tion of r = this :m(: : :) involvesinstantiatingthe constraintsin
the declaredmethodownershiptype of m and replacingthe for-
mal ownershipvariableswith freshvariables.Equationsaresetup
betweenthe ownershipsof actualparametersand �elds and their
correspondinginstantiatedformal variables.Theownershipof the
implicit this argumentmay be optionallypassedto the invoked
method. Furthermore,the ownershipof the returnvalue is trans-
ferredto variabler in the caller, which mustnot hold ownership
beforethestatement.

Theinferencerulefor externalmethodcallsSTMT-EXTCALL dif-
fersfrom therulefor internalcallsin its treatmentof member�elds.
Member�elds in both thesenderandreceiver objectsmustmatch
their respective declared�eld ownershiptypes(FOT). The rules
for constructorsSTMT-CONSTR anddestructorsSTMT-DESTR are
slight modi�cations of that for externalcallsdueto their differing
parameterandreturnsignatures.

EXAMPLE 5. Shown in Figure1(a)is ashortC++programwith
methodownershiptypesincludedascomments.Themethodown-
ershiptypeof n, MOTc(n), is:

[� � s � t � f � f
0 � r

0; � = 0^ � t = 1^ � f = 0^ � s = � r
0+ � f

0];

where� representsthe ownershipof this at entry, � s and � t

aretheownershipvariablesof the �rst andsecondarguments,� f

and� f
0 aretheownershipvariablesfor the�eld f at methodentry

andexit, respectively, � r
0 is theownershipvariableof thereturned

result.



This signaturesaysthat the ownershipof this is not passed
into themethod,the input parametert mustbeanowning pointer,
themember�eld f mustbenon-owning at methodentry. In addi-
tion, this signaturepolymorphicallycapturesthe fact that the �rst
arguments canbe calledwith eitheran owning or a non-owning
pointerandallows the ownership,if present,be transferredto ei-
therthemember�eld f or thereturnedresult.

It is easyto tell from readingthecodein methodm thatall the
threeobjectscreatedaredeletedandnot leaked. The secondin-
vocationof methodn is particularlyinterestingbecausethe same
objectis passedasthe�rst andsecondargumentsto themethod,a
factthatouranalysiscapturesasa constraintin thecaller.

Theownershipsignaturein methodm hasthreeownershipvari-
ables: � representsthis at the entry of methodm, � f and� f

0

represent�eld f at entry andexit. Statementswhereownerships
may changeare labeledwith the namesof the freshly generated
ownershipvariables.We use� a i to denotetheownershipof vari-
ablea in methodm generatedafterexecutingstatementi . We use
� j

b to denotethe instantiatedownershipsfor variableb in the j th
invocationof n. Theextractedownershipconstraintsof methodm
aregivenin Figure1(b).

To keep the example short, the constraintsfor CALL #1 and
CALL #2 directlyencodethechoiceof ownershiptransferfor each
of its arguments.In addition,we have omittedtheownershipvari-
ablesassociatedwith this andtheinitial ownershipvaluesof the
localvariablesin m, all of whichareconstrainedto benon-owning.

As shall be shown in Example6, the seeminglycomplex con-
straintsin Figure1(b) have a simplestructureandaresatis�able.
Thus,thereis nomemoryleakwithin themethod.Projectingaway
all theexternallyinvisiblevariablesgivestheconstraintsin thede-
claredownershiptypein Figure1(a).

This examplealso illustrateshow our systemhandlesaliases.
The signatureof n doesnot dependon whetherthe input param-
etersarealiased.Thealiasbetweenx andy is implicitly captured
by an ownershipconstraintin the calling methodon the pointer
variablesthemselves,� x 5 = � x 6 + � y 6 . 2

3.4 Handling Null Pointers
Programsoften�rst checkif a pointeris null beforedeletingthe

object:

if (p != NULL) delete p

This idiom is problematicfor our path-insensitive systemas de-
scribedabove becauseobjectsaredeletedon onepathbut not the
other. Our solutionis to handlethepredicatesthat testif a pointer
is NULL by insertingan explicit NULL assignmentto the pointer
on the appropriatepath. For example,the previous statementis
translatedto:

if (p != NULL)
delete p

else
p = NULL;

SinceNULLis treatedasbothanowning andnon-owning pointer,
theanalysiswill correctlydeducethatthepointeris nolongerown-
ing when the then andelse branchesmerge. We also usean
intraproceduralanalysisto propagateNULLvaluesin eachmethod
sothat they canbemorepreciselyrepresentedaseitherowning or
non-owning.

(a)
class c f

int* f;
// MOTc (n) = [� � s � t � f � f

0 � r
0;

// � =0 ^ � t =1 ^ � f = 0 ^ � s = � r
0 + � f

0]
int* n (int* s, int* t) f

delete t;
f = s;
int* r = s;
return r;

g
// MOTc (m) = [� � f � f

0; � =0 ^ � f =0 ^ � f
0=0]

void m () f
int* u = new int; (1) // � u 1
int* v = new int; (2) // � v2
int* w = n(u, v); (3) // � u 3 � v3 � f 3 � w 3

// � 1
s � 1

t � 1
f � 1

f
0 � 1

r
0

delete w; (4) // � w 4

c* x = new int; (5) // � x 5
c* y = x; (6) // � y 6 � x 6
c* z = n(x, y); (7) // � x 7 � y 7 � f 7 � z7

// � 2
s � 2

t � 2
f � 2

f
0 � 2

r
0

g ...
g

(b)

� u 1 = 1 ^ � v2 = 1 [stmt1; 2]
� u 1 = � u 3 + � 1

s ^ � v2 = � v3 + � 1
t

^ � f = � 1
f ^ � 1

f
0 = � f 3 ^ � 1

r
0 = � w 3 [CALL #1]

� 1
t = 1 ^ � 1

f = 0 ^ � 1
s = � 1

r
0 + � 1

f
0 [MOTc(n)]

� w 3 = 1 ^ � w 4 = 0 [stmt4]

� x 5 = 1 ^ � x 5 = � x 6 + � y 6 [stmt5; 6]
� x 6 = � x 7 + � 2

s ^ � y 6 = � y 7 + � 2
t

^ � f 3 = � 2
f ^ � 2

f
0 = � f 7 ^ � 2

r
0 = � z7 [CALL #2]

� 2
t = 1 ^ � 2

f = 0 ^ � 2
s = � 2

r
0 + � 2

f
0 [MOTc(n)]

� u 3 = 0 ^ � v3 = 0 ^ � w 4 = 0 ^ � x 7 = 0
^ � y 7 = 0 ^ � z7 = 0 ^ � f 7 = � f

0 [EXIT(m)]

Figure 1: (a) A short C++ program with method ownership
typesand (b) ownership constraints for methodm.

3.5 Handling C and C++ Features
While our small languageis object-oriented,it canalsobeused

to modelC by simply treatingall functionsasmethodsde�ned for
oneglobal this object. We have further extendedthe systemto
handlevariousC++ featuresincluding multiple inheritancewith
virtual dispatch,static functions, multiple constructorsper class
andtemplates.Useof thesefeaturesin a programwill not cause
any unnecessarywarningsin oursystem.

Our model currently requiresatomic memory allocation and
object construction,as well asatomic object destructionandde-
allocation. Breakingtheseinvariantsby usingtheC++ placement
new syntaxor makingexplicit calls to thedestructorwill generate
warnings.

Our systemdoesnot yet modelownershipsfor the following C
andC++languagefeatures:aliasesto theaddressof apointermem-
ber �eld in a class,concurrentexecution,exceptionhandling,the
useof unsafetypecasts,pointerarithmetic,andfunction pointers.
Theuseof any of thesefeaturesmaypreventoursystemfrom iden-
tifying all potentialleaks.Conversely, if noneof thesefeaturesare



used,our algorithmis soundandwill reportall thepotentialmem-
ory leaks.

4. OWNERSHIP INFERENCE
Our ownership inference algorithm automatically infers the

“lik ely” ownershipsignaturesof �elds andmethods.It identi�es
statementsthatareinconsistentwith thesesignaturesandwarnsof
potentialmemoryleaksanddoubledeletes.Constraintsareintro-
ducedin a carefully designedorderso as to isolatethe sourceof
errors. If a constraintis found to be inconsistentwith the already
establishedconstraints,it is discardedandits associatedstatement
is labeledasan error. In the following, we �rst describeour spe-
cializedconstraintsolver usedto determineif a setof constraints
is consistent.Thenwe describethe interproceduraltype inference
algorithm. Finally we presentthe order in which constraintsare
considered.

4.1 Constraint Resolution
Theconstraintsonownershipvariablesasshown in theinference

rules in AppendixA areall 0-1 integer equalities.As introduced
in Section2.4 and further describedin Section4.3.3,0-1 integer
inequalitiesarealsointroducedby ouralgorithmto minimizeerror
propagation.Ownershipconstraintsareof theform:

� = 0 j � =1 j � = � i � i j � � � i � i

We have developeda solver optimizedto take advantageof the
specialpropertiesheldbyownershipconstraints.Ourattempttoap-
ply a generalsolver to this problemsuggeststhat it is signi�cantly
slower thanourspecial-purposesolver.

4.1.1 OwnershipGraphs
Ownershipconstraintscanberepresentedby a bipartiteowner-

shipgraphG = hN ; V; E i , whereN is a setof partitionsof own-
ershipvariables,V is asetof �ow nodesrepresentingnon-constant
constraints,andE is asetof directededgesconnectingnodesin N
to nodesin V andvice versa. Eachpartition n 2 N may have a
label, L (n), which caneitherbe 1 representingowning or 0 rep-
resentingnon-owning. Initially every ownershipvariableis placed
in its own partition. Our solver graduallyrewrites the ownership
graphto createsmaller, equivalent graphs,alongwith ownership
partitioningfunctions� : O ! N , which mapelementsin theset
of ownershipvariablesO to their respective partitions.

Constantconstraintsare representedby labeling the partitions
accordingly. Eachnon-constantconstraint

� =
X

i
� i or � �

X

i
� i

is representedby a �o w nodev 2 V , anedge(� (� ); v) andedges
(v; � (� i )) , for all i . Thus, a �o w nodehasone incoming edge
andpossiblymultiple outgoingedges.Flow nodesareso named
becausethey have thefollowing properties:

1. If thesourceof theincomingedgeof a �o w nodeis labeled
0, theoutgoingedgesmustalsohave destinationslabeled0.

2. If thesourceof theincomingedgeof a �o w nodeis labeled
1, thenatmostoneoutgoingedgehasadestinationlabeled1.
In thespecialcasewherethe�o w noderepresentsanequality
constraint,thenexactly oneoutgoingedgehasa destination
labeled1.

4.1.2 ConsistencyChecks
We now describehow our solver checksif a new constraintis

consistentwith a givensetof consistentconstraints,representedas

anownershipgraphG = hN ; V; E i anda partitioningfunction� ,
andreturnsthe combinedsetof constraintsif no inconsistency is
detected.

If thenew constraintis a constantconstraint,� = � , � 2 f 0; 1g,
we assign� to L (� (� )) . If � (� ) hasalreadybeengivena different
label,theconstraintis inconsistent.If thenew constraintis a non-
constantconstraint,we representthe constraintby addinga new
�o w nodeandcorrespondingedgesto G asdescribedabove. Next,
we apply therewrite rulesbelow repeatedlyto G until noneis ap-
plicable.If any applicationof therewrite rulesrequiresassigninga
labeledpartitionwith a differentvalue,thenew constraintis found
to beinconsistent.

Beforedescribingtherewrite rules,let usde�ne afew terms.We
saythatanoden reachesn0 if thereexistsapathof edgesin E that
leadn to n0. To unify noden0 with noden, we mergethepartition
of n0 into n by assigningL (n0) to L (n) andreplacing�o w edges
(v; n0) and(n0; v) with edges(v; n) and(n; v), respectively. The
rewrite ruleswe useareasfollows:

[EDGEREMOVAL]. Remove a �o w nodeandits edgesif its pre-
decessorandsuccessornodesarelabeled.

[SINGLENODE]. If anequality�o w nodev hasasinglepredeces-
sorn anda singlesuccessorn0, unify n andn0.

[ZEROIN]. If L (n) = 0, assign0 to L (n0), for all n0 reachable
from n.

[ZEROOUT]. If L (n) = 0, eliminateall (v; n) edgesin E .

[ONEOUT]. If L (n) = 1, assign1 to L (n0) for all n0 reachingn.

[MULTIPATH]. If a�o w nodereachesthesamepartitionn via two
distinctpaths,assign0 to L (n).

[CYCLEEL IMINATION]. Unify all partitionsalonga cyclic path
andassign0 to any partitionreachablefrom theuni�ed par-
tition.

All but thelastrule areself-explanatory. To understandtheCY-
CLEEL IMINATION rule, we considertwo cases. If a partition in
a cycle is labeled1, it mustpassownershipbackto itself through
thecycle, thusall otherpartitionsalongthecycle mustalsobe la-
beled1. Conversely, if a partition in a cycle is labeled0, all other
partitionsmust also necessarilybe labeled0. In either case,no
ownershipis passeddownstream.

We refer to the ownershipgraphobtainedby the rewrite pro-
cedureasthecanonicalownershipgraph. It is easyto show thata
canonicalownershipgraphconsistsof asetof unconnecteddirected
acyclic graphs(DAGs),whoserootpartitionsmaybelabeled1 and
the restunlabeled.This graphis trivially satis�able if oneof the
following is true:

1. Noneof the root nodesis labeled.Labelingall nodes0 is a
solution.

2. The labeledroot nodeshave no commondescendant.A so-
lution canbefoundby assigning1 to anarbitrarydescendant
of a labeledrootnodeand0 to all others.

In thegeneralcase,if theabove two simpletestsfail, wecancheck
the connectedcomponentsof the DAG independentlyfor satis�a-
bility; theseDAGsarefoundto besmall in practice.

EXAMPLE 6. Figure 2 is the ownershipgraph derived from
methodm in Figure 1 with both calls to methodn instantiated.
Flow nodesarerepresentedsimply by the equalsign (=). Square
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Figure 2: Ownership graph of method m in Figure 1 after in-
stantiationsof n.

nodesrepresentvariablesvisible outsideof m; circles represent
variablesinternalto m. Eachsquareandcircle representsa parti-
tion, unlessit is embeddedin an oval, which representsthe uni�-
cationof thevariablestherein.Eachpartitionnodeis labeledwith
its ownershipassignment,if oneis known. Edgesin theownership
grapharerepresentedby arrows. All nodesandedgesinstantiated
from methodn arerepresentedby dottedlines. It is easyto seethe
solutionfrom this graphicalrepresentation.The ownershipsheld
by � u 1 ; � v2 and� x 5 all must�o w down theright edgeof each�o w
nodebecausethe rightmostdescendantin eachcaseis labeled1.
2

4.2 Inter procedural Analysis
Our algorithmis polymorphic,or fully context-sensitive, in that

it �nds the leastconstrainedsignaturefor eachmethodand �eld
ownershiptype in well-typedprograms.Thealgorithmintroduces
noinaccuracy evenin thepresenceof recursivecycles.Thissection
describeshow we �nd themethodownershiptypesassumingthat
�eld ownershiptypeshave alreadybeenfound. We will discuss
how �eld ownershipsarehandledin Section4.3.

The algorithm�rst createsa setof constraintsrepresentingthe
effect of eachmethod,assumingthat the calledmethodshave >
for constraints.It theniteratesto �nd a betterapproximationuntil
the solutionstabilizes. Our algorithmprecomputesstronglycon-
nectedcomponentsfrom a program's call graph. Methodevalua-
tion is performedin reversetopologicalorderon the components
with iterationneededonly within components.Whenever theown-
ershiptypeof amethodis changed,all themethodsthatinvoke the
changedmethodarere-evaluated.

To createtheinitial summaryof eachmethod,wecollectthecon-
straintsfor eachstatementin themethodaccordingto theinference
rulespresentedin AppendixA, ignoring methodinvocations. To
handlearbitrarycontrol �o w in C andC++ programs,we usean
SSA-like algorithmto generateownershipvariablesin themethod
anduni�cations of ownershipvariablesat thejoin pointsof control
�o w. Sinceownershipsmaychangefor both thesourceanddesti-
nationvariablesin an assignmentstatement,we have adaptedthe
originalSSAalgorithmto createnew ownershipvariablesnotonly
for thedestinationvariablesbut alsofor thesourcevariables.We
prunetheSSA-like form by removing all theunnecessaryjoins for
variableswhoselive rangesarelimited to onebasicblock[5]. We
alsoapplyintraproceduraldead-codeeliminationto furtherreduce
unnecessaryassignmentsin thecode.

The solver de�ned in Section4.1 is appliedto the constraints
collectedto createa canonicalownershipgraphfor eachmethod.

Notethatthesystemmaybefoundto beinconsistentin theprocess
andonly consistentconstraintsareusedto summarizea method.

In the iterative step,a methodis visitedonly if thesignatureof
at leastoneof its callees'haschanged.For eachcalleewith new
constraintinformation,we �rst reduceits currentownershipcon-
straintsto purerelationson formal parameters.We projectaway
the internalpartitionnodesby connectingeachinput parameterto
a fresh�o w node,which is thenconnectedto all outputparameters
reachedby thatinput. This maycreatemany moreedgesbut limits
the namespaceof the ownershippartitions. Theserelationsbe-
tweenformalparametersaretheninstantiatedin thecallingcontext
by substitutingactualparametersfor the formal parameters.The
solver is thenappliedto checktheconstraintsfor consistency and
to simplify it.
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Figure3: Ownership graph of methodm in Example5 after (a)
intrapr oceduralanalysisand (b) interproceduralanalysis.

EXAMPLE 7. Returningto the examplein Figure1, our algo-
rithm �rst createsan intraproceduralsummaryfor methodsn and
m. It calls the solver to simplify the constraintsinternal to each
method,ignoringtheconstraintsof any callees,andprojectsaway
all internalvariablesotherthanparameters.Theresultfor m after
the �rst stepis shown in Figure3(a). All that remainsin theown-
ershipgraphfor m aretheexternalparameters� f and� f

0 andthe
parameterspassedinto andoutof its calleen. Notethattheinstan-
tiatedconstraints,shown in dottedlines,arenot visible to this �rst
step;they areshown hereonly for reference.

Thesecondstepof thealgorithminstantiatestheconstraintsfrom
n into the intraproceduralsummaryof m and appliesthe solver
to the resultinggraph,yielding the result shown in Figure 3(b).
The �nal signaturefor m obtainedby projectingaway all internal
variables(andincludingtheownershipvariable� for this , which
is not includedin the�gure) is simply:

[� � f � f
0; � = 0 ^ � f = 0 ^ � f

0 = 0]:

2

Onecomplicationthat arisesin practiceis that programsoften
invoke functionsor methodsfor whichnosourcecodeis available.
Theseincludesystemcallsandcalls to librariesthatarecompiled
separately. We prede�nemethodownershiptypesfor a numberof
systemcalls like strdup , strcpy andmemcpy. We alsoallow
theuserto giveaspeci�cationfor otherroutines.If nospeci�cation
is provided,we assumethatparametersto unde�nedfunctionsare
non-owning.



4.3 Constraint Ordering
Withouta speci�cation,it is impossibleto tell which constraints

amonga set of inconsistentconstraintsare the erroneousones.
Thuswecanonly useheuristicsto �nd thestatementsmostlikely to
beincorrect.Misclassifyinganerroneousstatementascorrectcan
resultin misclassifyingmany correctstatementsaserroneous.This
propagationof errorscanresult in many warnings,which require
moreusereffort to diagnose.

Somestatementsaremorepreciselymodeledthanothers. For
example,allocationsarepreciselymodeledbecausethey will al-
waysreturnan owning pointer. On the otherhand,the constraint
thatowning pointerscannotbestoredindirectly is impreciseandis
likely to beviolated.Similarly, somemethodsarelesslikely to con-
tainownershiperrorsthanothers.Destructorsaremorelikely to be
correctin handlingmember�elds thanmethodsthat invoke them.
Our approachto minimizing error propagationis to classifycon-
straintsaccordingto their degreeof precisionandto try to satisfy
the morepreciseconstraints�rst. In addition,we rank warnings
accordingto theprecisionof theconstraintsbeingviolated.

4.3.1 TypingFieldsBeforeMethods
We assumethat theimplementationof a classis a morereliable

sourcefor identifying an interfacethan codethat usesthe class.
Therefore,our top-level algorithmhastwo steps:it �rst �nds the
ownershiptypeof member�elds in eachclassby consideringonly
methodswithin the class; it then usesthe �eld ownershipsin a
whole-programanalysisto �nd themethodownershipsignatures.

To �nd classmember�eld ownerships,weuseanalgorithmsim-
ilar to theonedescribedin Section4.2. This stepanalyzesa class
at a time. Becauseeven constructorsanddestructorsmay invoke
othermethods,aninterproceduralanalysisis used.Wemodelexter-
nal invocationsby simplyassumingthatconstructorsreturnowning
pointersanddestructorsacceptowning pointersasargumentsand
ignoring all other constraints. Member�eld ownershipsare ini-
tialized to > , meaningthey canbe eitherowning or non-owning.
Destructorsandconstructorsareanalyzedbeforeothermethods.A
member�eld is presumedto beowning if it is owning at theentry
of thedestructoror owning at theexit of any of theconstructors.It
is presumedto benon-owning otherwise.

4.3.2 RankingStatements
The intraproceduralanalysisordersthe constraintsso that the

more preciseconstraintsare satis�ed �rst. Below is the ranking
used,startingwith themostprecise:

1. Constantconstraintsincluding allocations,deletions,over-
writtenvariables,andvariablesenteringandexiting a scope.

2. Equality �o w constraintswith a singleoutput,exceptthose
generatedby uncommoncontrol �o w paths. Thesearise
from join nodesand assignmentswithout choice. Among
�o w nodesgeneratedfrom joins, thosewith a lower fan-in
areconsideredmoreprecise.

3. Constraintsgeneratedby assignmentswith choice.

4. Flow constraintsarising from joins on uncommoncontrol
�o w pathslike loop continuesandbreaks.

5. Constraintsgeneratedby loadsandstoresinvolving indirect
pointeraccesses.

4.3.3 HandlingInaccuraciesin Methods
Theorderin which methodsareanalyzedis dictatedby thecall

graph,sinceit is not possibleto �nd theownershipsignatureof a

methodwithout thesignatureof its callees.This createsa problem
becauseerrorsin summarizinga calleecanpropagateinterproce-
durally to all its callers.

Therearethreekindsof constraintsthatareof particularconcern:
theconstraintthat indirectly accessedpointersmaynot hold own-
ership,theconstraintthatunde�nedfunctionscannothave owning
parametersandreturnvalues,andthe constraintthat �elds in the
senderobjectmusthonortheir ownershiptypebeforeandafterex-
ternalinvocations.Thelastconstraintis overly restrictive because
mostexternalcalls do not accessmember�elds in thesenderob-
ject.

Our solution is to analyzethe programwith morerelaxed ver-
sionsof the above constraints.We relax the constraintsto allow
indirectly accessedpointersandparametersto unde�nedfunctions
to optionally hold ownerships. Theseconstraintsarerepresented
by 0-1 inequalities. A sender's member�elds neednot obey the
�eld signaturesacrossexternalmethodinvocations.At theendof
theanalysis,wewalk througheachmethod,tightentheconstraints,
andreporttherestof theviolations.

5. EXPERIMENT AL RESULTS
Clouseau,the memoryleak detectorwe implemented,incorpo-

ratesall the techniquesdescribedin this paper. Clouseauis im-
plementedasa programanalysispassin the SUIF2 compiler in-
frastructure.Besides�nding potentialerrorsin a given program,
Clouseaualsogeneratesinferredownershipsignaturesof eachpro-
cedure,classmethodandclassmember�eld. Thesesignatureshelp
usersunderstandthewarningsgenerated.Clouseauis soundwithin
the safesubsetof C andC++ presentedin Section3.5, meaning
that it will reportall possibleerrorsin theprogram.Someof these
warningspertainto incorrectusageof theownershipmodel,which
is themainobjectiveof thetool. Someof thesewarningsaredueto
limitationsof our analysisor theuseof schemesotherthanobject
ownershipin managingmemory.

To evaluate the utility of the Clouseausystem, we applied
Clouseauto six large C andC++ applications.Our tool reported
warningson all the applications. We examinedthe warningsto
determineif they correspondto errorsin the program. We found
errorsin every packageand134potentiallyseriousmemoryleaks
anddoubledeleteswerefoundin total.

5.1 The Application Programs
Theapplicationsuitein thisexperimentconsistsof threeC pack-

agesand threeC++ packages.The C programsin the suite are
widely used:GNU binutils, which area setof object�le genera-
tion andtransformationtools,openssh,a setof secureshellclients
andservers,andtheapachewebserver. TheC++ applicationsare
underactive development:licq, an internetchatclient, Pi3Web,a
webserverwrittenin C++,andtheSUIF2compiler'sbasepackage.
The �rst two areavailable from http://sourceforge.net
andSUIF2is availableat http://suif.stanford.edu .

Many of thesepackagescontaina numberof executablepro-
gramsandlibraries,asshown in Figure4. The�gure alsoincludes
other statisticson eachpackageincluding the numberof source
�les, thenumberof functions,andthelinesof code(LOC), asmea-
suredby countinguniquenon-blanklines of preprocessedsource
code.In total,our tool analyzedabout390,000linesof codein the
experiment.We alsoreportthesizeof thelargestprogramin each
packageandthetime ownershipinferencetakesfor thatprogram.

The measurementsweretaken on a 2 GHz Pentium4 machine
with 2 GBytesof memory. Thesenumbersdo not includethetime
requiredby the front end, linker, and preprocessingtransforma-
tions. It took 1.2 minutesto analyze71K lines of C codeand



LargestExe
Package Exe Lib Files Func LOC LOC Time
binutils 14 4 196 2928 147K 71K 69
openssh 11 2 132 1040 38K 23K 13
apache 9 27 166 2047 66K 43K 29
licq 1 0 31 2673 28K 28K 240
Pi3Web 48 14 173 2050 40K 25K 85
SUIF2 12 30 203 8272 71K 55K 528
TOTAL 95 77 901 19010 390K

Figure 4: Application characteristics: number of executables,
libraries, �les, functions, lines of code, lines of code in the
largestexecutableand its ownership analysistime in seconds.

8.8minutesto analyze55K linesof C++ code.C++ programanal-
ysis is slower becauseof theextra intra-classanalysisusedto de-
terminemember�eld ownerships,the inclusionof member�elds
in the analysis,andthe largercall graphsgeneratedby classhier-
archyanalysis,We have not optimizedour implementation,asthe
analysiswasfastenoughfor experimentation.

5.2 The C Packages
Clouseaugenerateda totalof 1529warningsfor thethreeC pro-

gramsin the suite. Thewarningsareseparatedinto threeclasses:
violationsof intraproceduralconstraints,violationsof interproce-
duralconstraints,andescapingviolations. Escapingviolationsre-
fer to possibletransfersof ownershipto pointersstoredin struc-
tures,arraysor indirectly accessedvariables. While thesewarn-
ings tell the userswhich datastructuresin the programmay hold
owning pointers,they leave the userwith muchof the burdenof
determiningwhetherany of thesepointersleak. Usersarenot ex-
pectedto examinetheescapingwarnings,soweonly examinedthe
non-escapingwarningsto �nd programerrors.

Only 362 of the warningsarenon-escaping;82 areintraproce-
duraland280areinterprocedural.We foundaltogether85 errors,
as shown in Figure5. The error-to-warning ratio is 32% for in-
traproceduralviolations and 21% for interproceduralviolations.
We found the methodsignaturesgeneratedby Clouseauhelpful
with ourexaminationof theinterproceduralwarnings.

Intraprocedural Interprocedural
Package Reported Bugs Reported Bugs Escapes
binutils 79 26 200 40 727
openssh 1 0 73 18 408
apache 2 0 7 1 32
Total 82 26 280 59 1167

Figure 5: Reported warnings and identi�ed errors on C appli-
cations

Many of the errorsin binutils andopenssharedue to missing
objectdeletionsalongabnormalcontrol �o w paths,suchasearly
procedurereturnsor loop breaks. Someproceduresreturn both
pointersto newly allocatedandstaticallyallocatedmemory. Oc-
casionally, deletesaremissingin the normalexecutionof a loop.
In openssh,almostall memoryallocationanddeletionroutinesare
wrappedbyotherprocedures,thusinterproceduralanalysisisapre-
requisiteto �nding any leaks in the program. The apacheweb
server illustratesaninterestingscenario.Clouseaureportedonly 9
warnings,only oneof whichwasfoundto beanerror. Examination

of thesewarningsquickly revealedthatapachemanagesitsmemory
usingaregion-basedscheme.While Clouseaudoesnotunderstand
region-basedmanagement,thefew warningsgeneratedsucceedin
helpingusersunderstandhow theprogrammanagesmemory.

5.3 The C++ Packages
Clouseauoffersmorefunctionality in �nding leaksin C++ pro-

grams.By assumingthatmember�elds areeitherowning or non-
owningatpublicmethodboundaries,Clouseaucan�nd errorsasso-
ciatedwith leaksstoredin classmember�elds. For C++,Clouseau
generatestwo more categoriesof warningsthan thosefor C: vi-
olationsof receivers' member�eld ownershipsand violations of
senders'member�eld ownershipsin externalinvocations.Thelat-
ter, asdiscussedin Section4.3.3,aremostlikely causedby limita-
tions in our modelandnot realerrorsin theprogram.Thebreak-
down of eachcategoryof warningsanderrorsis shown in Figure6.

We analyzedthe receiver-�eld, intraproceduraland interproce-
duralviolationsto look for memoryleaksanddoubledeletes.We
foundtwo commonsuspiciouspractices,which we classifyasmi-
nor errors. First, many classeswith owning member�elds do not
have their own copy constructorsandcopy operators;the default
implementationsareincorrectbecausecopying owning �elds will
createmultiple ownersto thesameobject. Even if copy construc-
torsandcopy operatorsarenotusedin thecurrentcode,they should
beproperlyde�ned in casethey areusedin thefuture.Second,578
of the864interproceduralwarningsreportedfor SUIF2arecaused
by leaksthatoccurjust beforetheprogram�nds anassertionvio-
lation andaborts.We have implementeda simpleinterprocedural
analysisthat cancatchthesecasesandsuppressthe generationof
sucherrorsif desired.Countingtheminorerrors,770(69%)of the
1111examinedwarningsleadto errors. Ignoring theminor errors
andtheirwarnings,49(13%)of the390examinedwarningsleadto
errors.

This experimentshows that theobjectownershipmodelis used
in all the three C++ applications. Ignoring the minor default
copy constructorsandcopy operatorsproblem,classeswith owning
member�elds havenoleaksin Pi3webandlicq. In theSUIF2com-
piler, however, someclassesleakowning membersbecauseeither
theclassdestructordoesnotdeletethemor thedefaultdestructoris
used.We alsoidenti�ed two seriouserrorswhereanobjectcanbe
deletedtwice. Doubledeletesareevenmoresigni�cant thanmem-
ory leaksbecausethey cancausememorycorruptionandunde�ned
behavior.

5.4 Discussion
Our experiencein working with real-life applicationsleadsto

a numberof interestingobservations. First, the �eld andmethod
signaturesgeneratedby Clouseauhelp explain to theprogrammer
thecauseof thewarnings.It hasbeenfoundthatgoodexplanations
are requiredfor effective error detectiontools[6]. Our generated
methodinterfacesallow usersto reasonaboutthemethodsoneat
a time. Evenwhenthegeneratedmethodinterfacesareerroneous,
programmerscanofteneasilydetectsucherrors.

Second,automatictoolsarenotaffectedby someof theproblems
thatcanmisleadprogrammers.Oneerrorwe foundin binutils was
causedby a misnomer. Thefunctionbfd alloc doesnot return
ownershipof newly allocatedobjectsdespiteits name;giving no
credenceto functionnames,Clouseaueasilyderivedthis factfrom
theimplementation.As anotherexample,someof theleaksin licq
aregeneratedby macrosthatexpandto includeearlyloopexits that
causememoryleaks.It is dif�cult for aprogrammer, without look-
ing at thepreprocessedcode,to �nd theseleaks. Theseexamples



Receiver-Field Intraprocedural Interprocedural Sender-Field
Package Reported Major Minor Reported Major Reported Major Minor Escapes
Pi3Web 38 0 33 10 0 46 4 0 134 36
licq 42 0 40 33 14 114 16 0 231 622
SUIF2 91 8 70 33 5 704 2 578 523 886
Total 171 8 143 76 19 864 22 578 888 1544

Figure6: Reported warningson C++ applications,with identi�ed major and minor errors

suggestthattoolscan�nd new programerrorsevenin well-audited
code.

Third, without using or needinga speci�cation, Clouseaucan
only �nd inconsistenciesin programsand cannotsay, for sure,
which statementsin the programare wrong. Inconsistenciesare
often interestingto programmers,even if they do not correspond
to erroneousmemory usage. In somecode in binutils, a pro-
grammercalledthewrongfunctionby mistake. Thefunctionhap-
penedto have an ownershipsignaturedifferentfrom the intended
function. By examiningthe ownershipinconsistency reportedby
Clouseau,wewereableto discoveranotherwisehard-to-�nderror.
Someof theinconsistenciesaredueto unusualprogrammingstyles.
Clouseaufounda suspiciouscasewherea pointerto themiddleof
an object is storedasan owning pointer. The pointerhappensto
besuitablydecrementedto point to thebeginningof theobjectbe-
fore it is freed.Identi�cation of suchunconventionalpointerusage
mightbeof interestto a programmer.

Fourth,detectingprogramerrorsis but the�rst steptowards�x-
ing the errors. Fixing memoryleaks,especiallywhenerrorsare
causedby poorly designedinterfaces,canbe hard. A few of the
leakswe found appearto have beendiscoveredbefore,basedon
commentsin thesource�les nearthereportedproblems.They have
not been�x edpresumablybecauseof thecomplexity involved. In
fact, after we reportedone suchinterfaceproblemin binutils, a
developerintroducedanotherbug in anattemptto �x theerror. In-
cidentallythisbugwouldhavebeencaughtby Clouseauhadit been
run afterapplyingthe�x.

While Clouseausuccessfullyhelpedidentify a numberof er-
rorsin largecomplex programs,ourexperimentalsorevealedsome
weaknessesin our currentsystemandsuggestsseveral interesting
avenuesfor futurework. It would beusefulandpossibleto reduce
the numberof falsewarningsamongthe receiver-�eld, intrapro-
ceduraland interproceduralviolations. We found that predicates
areoftenusedto indicatewhetherpointersown their objects,thus
addingpathsensitivity will reducethe numberof falsewarnings.
Therearemany receiver-�eld violationsdueto theidiom of usinga
combinationof get andset to replaceanowning member�eld.
Relaxingtheownershipmodelandimproving theanalysisto han-
dlesuchcaseswould beuseful.

More importantly, we need to help programmers�nd leaks
amongtheescapingviolations.WefoundthatC andC++programs
oftenpasspointersto pointersasparametersto simulatea pass-by-
referencesemantics. Better handlingof suchpointerswould be
useful.Wealsoneedto improve thehandlingof objectsin contain-
ers. Our investigationsuggeststhat containerscanbe handledby
having the userspecify the relationshipsbetweencontainersand
their elementsin the codeandaugmentingthe staticanalysisde-
scribedin thispaper. Detailsof thiswork arethesubjectof another
paper.

6. RELATED WORK
This researchbuilds uponpreviouswork on linear types,object

ownershipmodelsandcapability-basedtype systems.The design
of our systemis drivenmainly by our goal to build a tool thatcan
beappliedto thelargeexisting C andC++ codebases.

Ownership model. Ourwork is basedon a notionof ownership
that hasbeenadoptedby practitionersand sharesmany similar-
ities with the conceptsembodiedin auto ptr andLCLint[13].
Owningpointershelp�nd memoryleaks,but do not eliminateref-
erencesto danglingpointers.Our modeladdsoptionalownership
transferin assignment,allowsarbitraryaliases,andincludesanob-
jectownershipinvariantatpublicmethodboundaries.Wehavefor-
malizedtheownershipmodelanddevelopedanalgorithmthatcan
automaticallyinfer polymorphicownershipsignaturesof themeth-
odsand�elds in C andC++ programs.

Clarke et al. proposeda strictermodelof ownershipknown as
ownershiptype[9,21]. Thebasicnotionis thatanobjectmayown
anothersubobject.An objectis alwaysownedby thesameobject;
furthermore,ownershiptypesenforceobjectencapsulation,thatis,
objectscanonly bereferencedthroughownerpointers.Thisnotion
of encapsulationrestrictsaccessto the subobjects,thus allowing
one to reasonabouta subobjectby only consideringmethodsin
theobject. This hasbeenusedin preventingdataracesanddead-
locks[2]. Variousextensionshavebeenproposedto allow restricted
formsof accessto objectswithoutgoingthroughtheowner[2,7,8].
AliasJava usesa more�e xible ownershiptypesystem[1].While it
is still not possibleto changetheownershipof anobject,anowner
can grant permissionto accessan object to anotherobject, and
aliasescanbe temporarilycreatedto ownedobjects.More recent
work hasenabledthe expressionof parameterizedcontainersand
their iteratorswhile enforcingencapsulationproperties[3].

Sinceownershipcanbepassedaroundin our system,our work
alsobearssomesimilaritieswith linear types. Becausewe allow
non-owning pointers,assignmentsmayor maynot transferowner-
ship;theoptionis capturedby a constraint,andthesystemis type-
safeaslong astheconstraintsderived aresatis�able. Strict linear
typesrequiretheright-hand-sidepointerbenulli�ed. Languageex-
tensionshave beenproposedto allow read-onlyaliases[26].Boy-
land's aliasburying allows aliasesbut the aliasesareall nulli�ed
when one of them is read[4]. He proposedan inferencealgo-
rithm thatrequiresannotationsbeplacedon proceduralinterfaces.
Alias typeshave beenproposedto allow limited formsof aliasing
by specifyingtheexpecteddatamemoryshapeproperties[24,27].
Lineartypeshavebeenappliedto trackresourceusage[14]andver-
ify the correctnessof region-basedmemorymanagement[10,15,
16, 17, 18, 25]. Finally, Dor et al. proposecheckingfor mem-
ory leaksusinga sophisticatedpointershapeanalysis[11];unfor-
tunately the scalability of this powerful techniquehas not been
demonstrated.

Automatic Infer ence. Our ownershipinferenceis fully auto-
matic and quite powerful. Automatic interproceduralannotation
inferencingis alsousedin othersoftwareunderstandingtools in-



cluding Lackwit[23], Ajax[22] andAliasJava[1]. While all these
tools supportpolymorphism,or context sensitivity, our algorithm
is also�o w-sensitive unlike the �rst two of these. Moreover, we
do not know of any other inferencealgorithmsthat allow choice
in ownershiptransferin assignmentstatementsandmethodinvoca-
tions. This ideais alsousefulfor solving otherresourcemanage-
mentproblems.

Experimental Results. Thispaperincludesexperimentalresults
demonstratingthesuccessof our systemin �nding errorsin large
C and C++ programs. Very few experimentalresultshave been
reportedin previouswork involving ownership-basedmodels.We
areableto applyour systemto largeprogramsbecausethesystem
assumesa �e xible model,requiresno userintervention,andhasan
ef�cient �o w-sensitive andcontext-sensitive algorithm.

TheGNU C++ compilerhasa -WeffC++ �ag which warnsof
violations of Meyers's effective C++ rules, which include some
rules to minimize memoryleaks. The tool usesmainly syntactic
analysisand tendsto generatemany falsewarnings. Fully auto-
matictoolslikePRE�x[6] andMetal[12,19] havebeenfoundto be
effective in �nding programerrors.Althoughunsoundandlacking
a notion of object invariants,thesetools have beenshown to �nd
many errorsin largesystems.Handlingfalsewarningsis a major
issuein bothof thesesystems.Experiencewith thePRE�x system
showsthatit is importantto prioritizethewarningssoprogrammers
can focuson the most likely errors. Metal statisticallyidenti�es
commoncodingpracticein a programandclassi�esdeviationsas
errors.

We alsoprioritize warningsbasedon their likelihoodof repre-
sentingrealerrors.Moreover, becauseerrorsin our systemappear
asconsistency violations,it is particularlyimportantto attributethe
errorsto theirsourcecorrectly. Wedosobysatisfyingthemorepre-
ciseconstraints�rst. Our experiencewith Clouseaucon�rms that
a goodconstraintorderingis importantto generatingusefulerror
reports.

7. CONCLUSIONS
This paperformalizesa practicalobject ownershipmodel for

managingmemory. In this model, every object is pointedto by
oneandonly oneowningpointer. The owning pointerholds the
exclusive right andobligationto eitherdeletetheobjector to trans-
fer theright to anotherowningpointer. In addition,a pointer-typed
classmember�eld eitheralwaysor neverownsits pointeeatpublic
methodboundaries.

This modelcanbeusedto analyzeexisting code“as is” because
it supportsthe normal semanticsof assignmentsand methodin-
vocations.Namely, assignmentsmay transferownershipfrom the
sourceto thedestinationvariable,but arenot requiredto doso.We
capturethechoiceof ownershiptransferwith 0-1 integerlinearin-
equalities.In addition,methodinterfacesalsouse0-1integerlinear
inequalitiesto capturetheownershiprelationshipsamongparame-
tersin a method.This representationsupportsa powerful form of
polymorphism.

We have developeda �o w-sensitive andcontext-sensitive algo-
rithm thatautomaticallyinfers �eld andmethodownershipsigna-
turesin C andC++ programsand identi�es statementsviolating
the modelaserrors. We have optimizedthe algorithmby usinga
sparsegraphrepresentationanda customconstraintsolver to take
advantageof thehighly-structured0-1 ownershipconstraints.

Our memorydetectiontool, Clouseau,is designedto helpusers
isolateerrorsin a program.It triesto satisfythemoreprecisecon-
straints�rst to preventerrorsassociatedwith the lessprecisecon-
straintsfrom propagating.Warningsarerankedsoasto focususers
onwarningsmostlikely to leadto errors.Finally, themember�eld

ownershipsandmethodsignaturesthat the tool generatesgive the
context of reportedconstraintviolationsandminimizethecodein-
spectionrequiredto identify bugsfrom thewarnings.

Our experimentalresultssuggestthatour algorithmis effective
andef�cient. It �nds errorsin eachof thelargesoftwaresystemswe
experimentedwith, which includewebservers,secureshellclients
andservers,a chatclient,objectcodetoolsandtheSUIFcompiler.
Thealgorithmis practical;it analyzedover 50K linesof C++ code
in about9 minutesona 2 GHz PC.
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APPENDIX

A. STATIC TYPING RULES
This appendixincludesall the statictyping rulesin our owner-

shiptypesystem.Figure7 givesthetyping rulesfor all statements
in a method,otherthanthoseinvolving methodinvocations.Fig-
ure8 givesthetyping rulesfor methodde�nitions andinvocations.

Figure9 givesthesyntaxandthe rulesof thestaticjudgments.A
programP is well-typed,P ` � , if it hasa well-typedconstructor,
destructor, methodsand�elds for eachclassin theprogram.A set
of constraintsC is good, ` C , if it is consistent.We de�ne the
restrictionC #~� to betheresultingconstraintafterprojectingaway
all variablesbut thosein ~� .

(STMT-NULL)
D ` z : � z � z

0 fresh C 0 = C ^f � z =0 g

B ; D ; C ` z = NULL) D [z7! � z
0]; C 0

(STMT-ASGN)
D ` y : � y ; z : � z

� z
0; � y

0 fresh C 0 = C ^f � z = 0g^ f � y = � y
0 + � z

0g

B ; D ; C ` z = y ) D [z7! � z
0; y7! � y

0]; C 0

(STMT-FLDASGN)
B ` this : c D ` y : � y ; this :f : � f � f

0; � y
0 fresh

C 0 = C ^f � f = 0g^ f � y = � y
0 + � f

0g f 2 F(c)

B ; D ; C ` this :f = y ) D [this :f 7! � f
0; y7! � y

0]; C 0

(STMT-FLDUSE)
B ` this : c D ` this :f : � f ; z : � z � z

0; � f
0 fresh

C 0 = C ^f � z = 0g^ f � f = � f
0 + � z

0g f 2 F(c)

B ; D ; C ` z = this :f ) D [z7! � z
0; this :f 7! � f

0]; C 0

(STMT-COMP)
B ; D ; C ` s1 ) D1 ; C1 B ; D1 ; C1 ` s2 ) D2 ; C2

B ; D ; C ` s1 �s2 ) D2 ; C2

(STMT-IF)
B ; D ; C ` s1 ) D1 ; C1 B ; D ; C ` s2 ) D2 ; C2

C 0 = C1^ C2^f D1(x) = D2(x)jx 2 Dom(D )g

B ; D ; C ` if � then s1 else s2 ) D1 ; C 0

(STMT-WHILE)
B ; D ; C ` s ) D1 ; C1

C 0 = C ^ C1^f D (x) = D1(x)jx 2 Dom(D )g

B ; D ; C ` while � do s ) D ; C 0

Figure7: Typing rules for statements



[METHOD-GOOD]
MOTc (m) = [� & ~� x ~� f ~� f

0 � r
0; Cm ]

~f =F( c) � r ; ~� z fresh this : c;~x : ~tx ; r : tr ;~z : ~tz ; this : � &; ~x : ~� x ; this : ~f : ~� f ; r : � r ;~z : ~� z ; true` s ) D ; C
D ` this : � &

0; ~x : ~� x
0; this : ~f : ~� f

0; r : � r
0;~z : ~� z

0

C 0 = f � r = 0g^ f ~� z =0 g^ C ^f � &
0=0 g^ f ~� x

0=0 g^ f ~� f
0= ~� f

0g^ f � r
0= � r

0g^f ~� z
0=0 g ` Cm Cm � C 0#� & ~� x ~� f ~� f

0 � r
0

` m(this : c;~x : ~tx ) : tr f scope r : tr ;~z : ~tz f s � return r gg

[CONSTR-GOOD]

MOTc (new) = [ ~� x ~� f
0 � r

0; Cm ] ~f = F(c) � &; ~� f ; ~� z fresh
this : c;~x : ~tx ;~z : ~tz ; this : � &; ~x : ~� x ; this : ~f : ~� f ;~z : ~� z ; true` s ) D ; C D ` this : � &

0; ~x : ~� x
0; this : ~f : ~� f

0;~z : ~� z
0

C 0 = f � &=1 g^ f ~� f =0 g^ f ~� z =0 g^ C ^f � &
0= � r

0=1 g^ f ~� x
0=0 g^ f ~� f

0= ~� f
0g^ f ~� z

0= 0g ` Cm Cm � C 0# ~� x ~� f
0 � r

0

` newc(~x : ~tx ) : c f scope this : c;~z : ~tz f s� return this gg

[DESTR-GOOD]

MOTc (delete ) = [� & ~� f ; Cm ] ~f = F(c) ~� z fresh this : c;~z : ~tz ; this : � &; this : ~f : ~� f ;~z : ~� z ; true` s ) D ; C
D ` this : � &

0; this : ~f : ~� f
0;~z : ~� z

0 C 0 = f � &=1 g^ f ~� z = 0g^ C ^f � &
0=1 g^ f ~� f

0= 0g^ f ~� z
0= 0g ` Cm Cm � C 0#� & ~� f

` delete c(this : c) f scope ~z : ~tz f sgg

[STMT-INTCALL]

B ` this : c ~f =F( c) D ` this : � &; ~x : ~� x ; this : ~f : ~� f ; r : � r

� &
0; ~� x

0; ~� f
0; � r

0 fresh MOTc (m) = [� & ~� x ~� f ~� f
0 � r

0; Cm ] Cs = Cm [� & ~� x ~� f ~� f
0 � r

0 fresh=� & ~� x ~� f ~� f
0 � r

0]
C 0 = C ^f � r = 0g^ Cs^ f � &= � &

0 + � &g^f ~� x = ~� x g^f ~� x
0=0 g^ f ~� f = ~� f g^ f ~� f

0= ~� f
0g^f � r

0= � r
0g

B ; D ; C ` r = this :m(~x) ) D [this 7! � &
0; ~x7! ~� x

0; this : ~f 7! ~� f
0; r 7! � r

0]; C 0

[STMT-EXTCALL]

B ` y : c; this : c1 ~f =F( c) ~f 1=F( c1) D ` y : � &; ~x : ~� x ; this : ~f 1 : ~� f 1 ; r : � r

� &
0; ~� x

0� r
0 fresh MOTc (m) = [� & ~� x ~� f ~� f

0 � r
0; Cm ] Cs = Cm [� & ~� x ~� f ~� f

0 � r
0 fresh=� & ~� x ~� f ~� f

0 � r
0]

C 0 = C ^ f � r =0 g^ f ~� f 1 = FOTc1 ( ~f 1)g^ Cs^f � &= � &
0 + � &g^ f ~� x = ~� x g^ f ~� x

0=0 g^ f ~� f = ~� f
0= FOTc( ~f )g^ f � r

0= � r
0g

B ; D ; C ` r = y:m(~x) ) D [y7! � &
0; ~x7! ~� x

0; r 7! � r
0]; C 0

[STMT-CONSTR]

B ` this : c1 ~f =F( c) ~f 1=F( c1)
D ` ~x : ~� x ; this : ~f 1 : ~� f 1 ; r : � r ~� x

0; � r
0 fresh MOTc (new) = [ ~� x ~� f

0 � r
0; Cm ] Cs = Cm [ ~� x ~� f

0 � r
0 fresh= ~� x ~� f

0 � r
0]

C 0 = C ^f � r = 0g^ f ~� f 1 = FOTc1 ( ~f 1)g^ Cs^f ~� x = ~� x g^ f ~� x
0=0 g^ f ~� f

0= FOTc( ~f )g^f � r
0= � r

0g

B ; D ; C ` r = newc (~x) ) D [~x7! ~� x
0; r 7! � r

0]; C 0

[STMT-DESTR]

B ` y : c; this : c1 ~f = F(c) ~f 1= F(c1) D ` y : � &; this : ~f 1 : ~� f 1 ; � &
0 fresh MOTc (delete ) = [� & ~� f ; Cm ]

Cs = Cm [� & ~� f fresh=� & ~� f ] C 0 = C ^f ~� f 1 = FOTc1 ( ~f 1)g^ Cs^f � &= � &
0 + � &g^ f ~� f = FOTc( ~f )g

B ; D ; C ` y:delete c() ) D [y7! � &
0]; C 0

Figure8: Good methodde�nition and invocation typing rules

[PROGRAM-GOOD]
8c 2 CL( P ); 8f 2 F(c); m 2 M( c)

FOTc(f ) = [� ; � = � ] � 2 f 0; 1g ` m(this : c;~x : ~tx ) : tr f :::g ` newc(~x : ~tx ) : c f :::g ` delete c(this : c) f :::g

P ` �

[CONSTRAINT-GOOD]
C 0 false

` C

Figure9: Well-typed programs


