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ABSTRACT

This paperpresenta staticanalysigool thatcanautomaticallynd
memory leaks and deletionsof danglingpointersin large C and
C++applications.

We have developeda type systemto formalizea practicalown-
ershipmodel of memorymanagement.In this model, every ob-
jectis pointedto by oneandonly oneowningpointer which holds
the exclusive right and obligationto eitherdeletethe objector to
transfertheright to anotherowning pointer In addition,a pointer
typedclassmembereld is requiredto eitheralwaysor never own
its pointeeat public methodboundaries.Programssatisfyingthis
model do not leak memoryor deletethe sameobject more than
once.

We have also developeda o w-sensitve and context-sensitve
algorithmto automaticallyinfer the likely ownershipinterfacesof
methodsin a program. It identi es statementsnconsistentwith
the modelassourcesf potentialleaksor doubledeletes.The al-
gorithmis soundwith respecto a large subsewf the C andC++
languagen thatit will reportall possibleerrors.lIt is alsopractical
andusefulasit identi es thosewarningslik ely to correspondo er
rors and helpsthe userunderstandhe reportederrorsby shaving
themthe assumednethodinterfaces.

Our techniquesare validatedwith an implementationof a tool
we call ClouseauWe appliedClouseauto a suite of applications:
two webseners,a chatclient, secureshelltools, executableobject
manipulationtools, anda compiler Thetool found a total of 134
seriousmemoryerrorsin theseapplications Thetool analyzesver
50K lines of C++ codein about9 minuteson a 2 GHz Pentium4
machineandover 70K lines of C codein justover aminute.

Categoriesand Subject Descriptors
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1. INTRODUCTION

Marny existing programsarewrittenin C andC++wherememory
needsto be manuallymanaged.Leakingmemoryanddeletingan
objectmultiple times are someof the mostcommonand hard-to-

nd errorsin theseprograms.Memory leakscan causememory-
intensie andlong-runningprograms suchassener codes o fail.
Deletinganobjectthathasalreadybeendeletedcancausememory
corruption.

1.1 Existing Tools

Dynamic tools like Purify are commonly usedfor detecting
memorymanagemengrrorsin programs[20]. Purify instruments
aprogramandreportsall allocatedmemoryat programexit thatis
notpointedto by ary pointers.Unfortunatelyit canonly nd leaks
that occurduring instrumentedexecutionsand incurs a nontrivial
run-timeoverhead.Moreover, Purify canonly identify the alloca-
tion sitesof leaked memory; usersaresstill left with the dif cult
taskof nding thestatementshatcauseheleak.

A numberof automaticstaticanalysistools, suchas PRE x[6]
andMetal[12,19], have alsobeendevelopedthathelp nd memory
leaksin programs.Thesetoolsaim to identify thosecasesvhena
programlosesall referencego an objectwithout having deleted
the object. However, without global pointer alias analysis,these
tools cannottrack pointersstoredin recursve datastructuresand
containerobjects. Thus,they canonly nd memoryleaksthatoc-
cur closeto allocationsites,missingmary errorsthat accountfor
importantleaksin real programs.

Technigueghat require user participationhave also beenpro-
posed.Linear typesallow only onereferenceo eachdynamically
allocatedobject[26]. This restrictionis enforcedby nullifying the
contentsof a lineartyped variable wheneer it is read. Thatis,
wheneer apointerassignment] = p, is executedthevalueof p
is nullied andq becomeghe solereferenceof the objectpointed
to by p. Memorymanagemeris simplewith lineartypes;deleting
anobjectwheneer its uniquereferences destryedguaranteeso
memoryleaks,no doubledeletesandno danglingreferencesln-
fortunately it is dif cult to programwith the semanticf linear

types.



Theauto _ptr templateclassin the C++ standardibrary is an
attemptat a practicalsolution. An auto _ptr ownsthe objectit
pointsto; whene&eranauto _ptr isdestrged,theobjectit points
to is automaticallydeleted. An auto _ptr is nullied when&er
it is copied; however, unlike linear types, multiple referencesare
allowed. Similar conceptsare adoptedby LCLint[13], which re-
quire programmerdo decoratetheir pointer variableswith only
andshaedkeywords. Theburdenimposedonthe programmeand
thelack of supportfor polymorphicownershipsn functionsrender
thesetechniquesinappealing.

1.2 Contributions

We have developeda fully automatictechniquethat can nd
memoryleaksandmultiple deletesn largeC andC++ programslt
is powerful enoughto nd leaksof objectswhosereferencehave
beenstoredin recursve datastructuresn C++ programs.Themain
contritbutions of this paperinclude the formalization of a practi-
cal memory managemenschemebasedon object ownership, a
fully automaticownershipinferencealgorithm, and validation of
theideasvia animplementatiorandanexperiment.

1.2.1 APractical ObjectOwneshipModel

Oneway to ensurethatno memoryis leaked s to checkthatan
objectis deletedwheneer its lastreferences obliterated.Enforc-
ing sucha propertyis dif cult asit requires,amongotherthings,
trackingall pointersto recursve datastructurescarefully In fact,
thisis too hardevenfor programmersvho, whendealingwith ob-
jectsthathave multiple aliases pftenresortto dynamicreference-
countingschemes.However, dynamicreferencecountingcanbe
expensve andcannothandlecirculardatastructures.

In practice programmer®ften adoptsimple programmingcon-
ventionsto help them managememory One suchcorventionis
object owneship which associatesvith eachobject an owning
pointer, or owner, atall times. An owning pointerholdsthe exclu-
siveright and obligation to eitherdeletethe objectit pointsto or
to transferthe right to anotherowning pointer Upon deletingthe
objectit pointsto, an owning pointerbecomeson-owning One
or more non-owningpointersmay point to the sameobjectat ary
time. Notethatthis notion of ownershipis differentfrom the con-
ceptof ownershipfor encapsulation[79, 21], which assumeshat
all accesse® anobjectmustgo throughanowning pointer

This modeleliminatesthe possibility of deletingan objectmore
than onceand guaranteeshe deletion of all objectswithout ref-
erences. However, like referencecounting, this model may leak
objectswhoseowning pointersform a cycle. Thisis rarein prac-
tice becausemost programsare designedwith agyclic ownership
structures.

Well-designedbject-orientegprogramsftenhave simpleeasy-
to-useexternalmethodinterfaces.Onecommonidiom is to require
thatpointermember elds in anobjecteitheralwaysor never own
their pointeesat public methodboundaries.Correspondinglythe
destructomethodof anobjectcontainscodeto deleteall andonly
objectspointedto by owning member elds. By adoptingthis as-
sumptionpurtool canreasoraboutobjectownershipwith thesame
relative easeaffordedto programmers.

We have developeda formaltype systentor a smalllanguageo
capturethe objectownershipmodelasdescribecabore. We have
also expandedthis formal modelto handlemost of the safefea-
turesof the full C and C++ languages.Our ownershipmodelis
applicableto realprogramshecause:

1. Unlike linear types, multiple non-owningreferencesare al-
lowedto pointto the sameobject.

2. OwnershipcanbetransferredEachobjecthasanownerim-
mediatelyupon creation,and the ownershipmay be trans-
ferredfrom ownerto owneruntil the objectis deleted.

3. Normal assignmentand parameterpassingsemanticsare
supportedby allowing ownershipto be optionally trans-
ferred. In statementi = v, if v ownsits objectbeforethe
statementit caneitherretainownership,or transferowner
shipto u and becomea non-avning pointer itself after the
assignment.

4. Objectmember elds arerequiredto have the sameowner
ship only at public methodboundaries. More speci cally,
this invariantis requiredto hold only at methodinvocations
wherethereceving objectmaynot bethe sameasthe send-
ing object.

5. Polymorphicmethodinterfacesare supported. The own-
ershiptype signaturesof methodsare representedby con-
straintson the ownershipsbetweennput andoutputparam-
eters. The samemethodmay be invoked using parameters
with differentownershipsaslong asthe constraintaresatis-

ed.

Note thatwe arenot advocatingthe exclusive useof an owner
ship modelfor all objects. It is sometimesappropriateéo manage
someobjectsin a programusing othertechniquessuchasrefer
encecountingandregion-basednanagementOur systemdoesnot
requirethatmemorybe managedolelywith the ownershipmodel.

1.2.2 AutomaticOwneshipInference

Our algorithmautomaticallyinfersthe ownershipsignaturegor
all pointermember elds and methodinterfacesdirectly from the
codeandcanbe appliedto existing C and C++ programswithout
ary modi cation. The algorithmis sound,i.e. it reportsall possi-
ble errors for thelargesafesubsebf C++ describedn Section3.5.
Thealgorithmis alsopracticalandusefulfor thefollowing reasons.
Being o w-sensitve andcontet-sensitve, the algorithmis power-
ful yetfastenoughto runonrealprogramslt is designedo isolate
the sourcef errorsandnot let thempropagatelt identi es those
warningsmostlikely to correspondo errors.Lastly, it helpsusers
understandhe errorreportsby shaving themtheassumednethod
interfaces.

The object ownership model is designedto allow fast infer-
ence Tracking propertiesof objects,suchasthe countin refer
encecounting, requirestracking aliasesof objects,which is ex-
pensve. Ownershipis not a propertyassociatedvith the objects
beingmanagedbut ratheran abstracipropertyassociatedvith the
pointervariablesthemseles. We placeownershipinferencecon-
straintson pointervariablesto ensurethat ownershipis consered
betweenassignmentandparametepassingn proceduresMeth-
odsin C++ classesreallowed to transferownershipinto and out
of their pointermember elds. By assumingthat member elds
areeitheralwaysowning or never owning at public methodbound-
aries,we caneasilytrackmemberelds in thethis objectwithin
methodsin a class. Alias analysisis renderedunnecessarpy not
allowing ownershipto betransferredo: pointermemberelds out-
side of their class,static pointervariables,pointersto pointersor
pointerarrays.This model,while simple,is sufcient to nd mary
errorsin realcode.

A powerful o w-sensitiveand context-sensitve ownershipin-
ference Thealgorithmtracksownershipso w-sensitvely asthey
are transferrecbetweenlocal variablesand contet-sensitvely as
they are transferredbetweenproceduralparameters. Ownership
is tracked with 0-1 valuedvariableswhere1 meansowning and



0 meansnon-avning. Ownershipinferenceis modeledassolving
limited formsof 0-1linearinequalities We representmethodown-
ershiptypespolymorphicallyandsuccinctlyas0-1 linearinequali-
tiesontheownershipsof inputandoutputparametersWe alsouse
asparseaepresentatioakinto semi-prunedsSAform[5] to reduce
thesizeof theconstraintgpermethod.While ownershipconstraints
canberesolhedwith a general-purpossolver, we have developed
aspecializecbwnershipconstraintsolver for ef ciency andto gain
controlover how inconsistenciearereported.

A soundand practical tool by prioritizing constraints. It can

be dif cult to deducethe actualcauseof errorsreportedby poly-
morphictype systems Especiallybecauseur modeldoesnot en-
compassll legal ways of managingmemory a soundalgorithm
canpotentiallygeneratenary falsepositive warnings which could
renderthetool ineffective. Our solutionis to satisfythe morepre-
ciseconstraintsrst soasto minimizethepropagatiorof errorsas-
sociatedwith thelesspreciseconstraintsin addition,thewarnings
areranked accordingto the precisionof the constraintseingvio-
lated. By concentratingn the high-ranked warnings,andwith the
helpof theautomaticalljcomputednethodsignaturestheusercan
nd errorsin theprogramwith reasonableffort. Theadwantageof
having a soundsystemis that researchersanbrowvsethroughthe
low-ranked warningsto understandhe systems weaknessndun-
cover opportunitiesfor furtherimprovement.

1.2.3 Validation

We have implementedhe algorithm presentedn this paperas
a programanalysispassin the SUIF2 compilerinfrastructure.We
appliedthe systemcalled Clouseauto six large open-sourceoft-
ware systemswhich have a total of about400,000lines of code.
Every oneof the C++ programsn our experimentcontainsclasses
thatconformto our objectownershipmodel. Clouseaufound 134
de nite errorsin the programs.It analyzedover 50K linesof C++
codein about9 minuteson a2 GHz Pentium4 machine.

1.3 Paper Organization

Therestof the paperis organizedasfollows. Section2 givesan
overview of the designof our ownershipmodel. Section3 presents
our formal ownershiptype systenfor asimpleobject-orientegro-
gramminglanguageanddescribedion we extendthe systemto C
and C++. We describeour type inferencealgorithmin Section4
andpresenexperimentalresultsin Section5. We describerelated
work in Section6 andconcluden Section7. AppendixA contains
the statictyping rulesfor our ownershiptype system.

2. OVERVIEW

This sectionpresents high-level overview andtherationalefor
our system,with the help of several examples. We describehow
we createconstraint¢o modelownershipin aprogramandhow we
orderthe satistctionof constraintgo improve the quality of error
reports.

2.1 Optional Ownership Transfer in Assign-
ments
Pointersreturnedby allocationroutinesand pointerspassedo
deallocationroutinesare, by de nition, owning pointers. Owner
shipof all otherpointervariablesneedgo beinferred,asillustrated
by thefollowing simpleexample:

EXAMPLE 1. Assignmenstatements.

u = new int; Q)
z = u 2
delete  z; 3)

The objectallocatedin statemen(l) is clearly not leaked because
it is deletedin statemen(3) throughthealiasz. Our systemhow-
ever, doesnottrack pointeraliasesperse. Insteadjt knows thatu
is anowneraftertheallocationfunctionin statemen{1) andthatz
is anownerbeforethe deleteoperationin statemen(3). Statement
(2) represents possibletransferof ownershipfrom u to z. All
the constraintanbe satis ed by requiringthat the ownershipbe
transferredrom u to z, andthusthe programis leak-free. 2

Noticethattheanalysiss necessarilyo w-sensitve. Thesource
anddestinationvariablesof an assignmenstatemenmay change
ownershipafter the executionof the assignmentln addition,both
forward andbackward o w of informationis necessaryo resohe
theownershipof variablesasillustratedby theexampleabove. We
modelall statementssconstraintssuchthatif all the constraints
extractedfrom a programcanbe satis ed thenthe programhasno
memoryleaks. Our analysisis not path-sensitie; a variablemust
have the sameownershipatthe con uenceof control o w paths.

2.2 Polymorphic Ownership Signatures

Our analysisusesan accurate xpoint algorithm to compute
polymorphicownershipinterfacesfor eachmethodin theprogram.
The analysisinitially approximateshe effect of eachmethodby
ignoring the methodsit invokes. It theninstantiateghe approxi-
mationof the callees constraintsn the caller's context to createa
betterapproximation.This stepis repeatedintil the solutioncon-
verges.

EXAMPLE 2. Recursie procedures.

int  *id(int *a) f

int *t = 0;

if  (pred()) f

int  *c = new int;
t = id(c);

delete ft;
g,

return(a);

g

The recursvely de ned id function returnsthe original input
value,with the sideeffect of possiblycreatinganddeletinga num-
ber of integers. Even thoughid is calledwith an owning input
parameteandreturnvaluein therecursve cycle, our analysiscor
rectly summarizeshe functionasrequiringonly thattheinput pa-
rameterandthereturnvaluehave identicalownerships. 2

2.3 Object Ownership

For C++ programsmember elds in objectsareassumedo be
either always owning or never owning at public methodbound-
aries. Our analysisstartsby examininga classs constructorsand
its destructorto determinethe ownershipsignaturesof its elds,
i.e. whetherthe elds areowning or non-avning at public method
boundaries.Becausean objects member elds canonly be mod-
i ed by methodsinvoked on the object, our analysisonly needs
to track member elds of thethis objectintraprocedurallyand
acrossmethodson thethis  object. At othermethodinvocation
boundariesmemberelds take ontheownershipspeci ed by their
signatures.



ExampPLE 3. Objectinvariants.

class Container f

Elem *e;
public:

Container(Elem *elem) f
e = elem;

9

void set e(Elem *elem) f
delete e;
e = elem;

¢}
Elem *get_e() f
return(e);

g

Elem *repl_e(Elem
Elem *mp = e;
e = elem;
return(tmp);

*elem) f

g
“Container() f
delete e;
g
g

Member eld e canbe easily recognizedas an owning mem-
beroftheContainer classbecaus¢hedestructofContainer
deletest. Oncee hasbeenidenti ed asanowning membereld,
the analysiscan infer the ownership of pointerspassedto and
returnedfrom eachmethodof the class. The constructorCon-
tainer andset _e mustbe passednowning pointer;thereturn
value of get _e mustnot be owning; the agumentand return of
repl _e mustbothbeowning. This examplealsoillustratesa lim-
itation of the model. In practice,mary classesmplementa poly-
morphicget _e methodandaset _e thatdoesnotdeletetheorig-
inal membereld. The objectinvariantis temporarilyviolated by
codethatusesget _e rst to retrieve an owning pointerthenuses
set _e to depositanowning pointerin its place.Our analysisags
thisidiom asa violation of theownershipmodel. 2

2.4 Reporting Errors

It is importantthata leak detectiontool pinpointsthe statements
thatleak memory In our system,a memoryleak shavs up asan
inconsisteng amongconstraintcollectedfrom a numberof state-
ments.Thetool shouldstrive to identify which amongthesestate-
mentsis likely to be erroneous.Our solutionis to try to satisfy
the more preciseconstraintsrst, classifythoseconstraintfound
to beinconsistenaserrorsandleave themout of consideratiorin
subsequerdnalysis.Furthermorewe rankall theidenti ed errors
accordingto the precisionof the constraintdeingviolated.

EXAMPLE 4. Fortheclassde nedin Example3, supposehere
is oneillegaluseof the Container  classthatdeletegheelement
returnedby get _e. Had the analysisconsideredhe constraints
generatedy this usagerst, it would concludethatmember eld
e is not owning in the Container  class. This would lead the
analysigo generaterrorsfor all correctusesof theclass,jncluding
onefor the"Container  destructofunction. Our analysisavoids
this problembecause&onstraint§rom destructor@andconstructors
areconsideredo be morepreciseandarethussatis ed rst. 2

Oursystendoesnotallow any writesof owningpointersto elds
in C structure®or arraysof pointers.Mary violationsof thisrestric-
tion areexpectedn realprograms.To avoid propagatinguchinac-
curay to mary otherstatementf the program our algorithm rst

analyzesthe codeassumingthat indirect accessesan optionally
hold owning pointersthenre-analyzeg with thestricterconstraint
to generatall the warningsnecessaryo make the systemsound.
More detailson constraintorderingcanbe foundin Sectiond.3.

3. OBJECT OWNERSHIP CONSTRAINTS

This sectionpresentsa formal type systemthat modelsobject
ownership. We de ne a small object-orientedorogramminglan-
guagewith typedownerships.This languageassociate®-1 own-
ershipvariableswith pointersto indicatewhetherthey own their
pointees Every membereld in aclasshasa eld signaturewhich
indicatesif it is owning or non-avning at public methodinvoca-
tions. Eachmethodalsohasan ownershipsignaturewhich speci-
es constraintson the ownershipvariablesassociateavith param-
etersandresults. Note that althoughthis languagés de ned with
declaredeld andmethodsignatureownershipsour inferenceal-
gorithmautomaticallyinfers thesesignaturesrom C andC++ pro-
grams.

Well-typed programsin our ownership type systemcan be
shawvn, usingan approactdevelopedby Wright andFelleisen[28],
to satisfythefollowing two properties:

PROPERTY 1. Thek existsoneandonly oneowningpointerto
everyobjectallocatedbut notdeleted.

PROPERTY 2. A deleteoperation can only be appliedto an
owningpointer

Propertyl guaranteeso memoryleaks;objectsnot pointedto by
ary variablesarealwaysdeleted.Togetherboth propertiegguaran-
teethatobjectscanonly bedeletedonce.

We rst presenthelanguagen Section3.1. Sections3.2and3.3
describahehandlingof intraproceduratonstraintandinterproce-
dural constraintsrespectiely. Section3.4 describesow we han-
dle null pointers.Finally, Section3.5 describegxtensiongo cover
mostof the safefeaturesn C andC++.

3.1 A Languagewith Typed Ownership

A programP consistsof a setof classesCL(P); eachclass
¢ 2 CL(P) hasanorderedsetof memberelds F(c), aconstruc-
tor new, adestructodelete . andasetof othermethodsM(c).
Constructorsand destructorscan executearbitrary code and call
other methods. Constructorshave a list of formal agumentsand
areturnvalue; destructordhave a singleimplicit this amgument,
andall othermethodshave animplicit this  argument,formal ar
gumentsandareturnvalue.

A methodbody containsa scope statementwhich canaccess
thethis variable,local variablesandparametersField accesses
areallowedonly onthethis object. Thelanguagehasa number
of assignmenstatements Simplevariablescanbe assignedrom
NULLvaluesyariablesclass elds, andmethodinvocationresults.
Fieldsin aclasscanonly beassignedrom variables. Thelanguage
alsohasa numberof compoundstatementscomposition,jf and
while

This languagehasownershipvariablesassociatedvith parame-
tersfor eachmethodandmemberelds for eachclass.Theowner
ship variablesmay be giventwo values 2 fO0;1g, where = 1
meansowning, = 0 meansnon-avning. Constraintson owner
shiparerepresenteds0-1 linearinequalitiesover ownershipvari-
ables. Theseconstraintsform a semi-lattice. The top element>
in this latticeis true , andthe bottomelement? is false . The
meetoperatorin the lattice correspondso the conjunctionof 0-1
linearconstraints.C;  C; if andonly if solutionssatisfyingC,
alsosatisfyC,.



Eachmembereld f in classc hasanassociateceld owneship
typerotc(f),[ ; = ], whichspeciesthat eld f is associated
with ownershipvariable whosevalueis . When&er a method
is invoked on arecever objectotherthanthis , elds in boththe
senderandrecever objectsmustobey the ownershipsspeci ed in
theirrespectre eld ownershiptypes.

Eachmethodm in classc hasan associateanethodowneship
typemoTc(m), [~ ; C]. ~ speci esthe ownershipvariablesfor
this , the formal aguments the classmember elds at method
entry and exit, andthe returnvalue. C speci esthe setof linear
constraintghatmustbe satis edby theseownershipvariables.The
signaturedor constructorsnclude ownershipvariablesfor formal
amguments, elds on methodexit, andthe returnvalue. The sig-
naturesfor destructorsnclude ownershipvariablesfor this and
elds onmethodentry

Typingrulesin our systemensurehatonceanobjectis created,
its ownershipis heldby somepointervariable. Thisownershipmay
be transferredvia assignmentsnd parametempassingin method
invocationsor storedin anowning membereld. Whenthe object
is nally deletedthe owning variablerelinquishesownershipand
all objectspointedto by owning member elds are also deleted.
Typing judgmentdor statement our systemhave theform

B;D;C"s) D%C°

which stateshatgiven a mappingfrom variablesto their declared
classtypeB , amappingfrom variablego their ownershipvariables
D, anda setof ownershipconstraintsC, it is legal to executethe
statemens, whichresultsin anew ownershipmappingD °andnew

constraint<C®.

Thestaticownershiptyping rulesareshavn in AppendixA. Due
to spaceconstraintsye will discussonly onerepresentate infer-
encerule in detail to give readersa avor for how the systemis
de ned formally andfocuson explaining the intuition behindthe
formulation.

3.2 Intrapr ocedural Ownership Constraints

Assignment Statements Let us rst consideran assignment
statemeng = y, wherey andz arebothsimplevariables.Thein-
ferencerulefor thesimpleassignmenstatementiule STMT-ASGN,
is givenin AppendixA andreproducedere:

0. 0 Do\ Y. vz 2 0 0
2, y fresh C = CAM ,=00" y= v+ -0
B;D;C z=y) D[z7! ,%y7 ,%;C°
Theterm D[z7! .9 is the functional updateof the map D that
bindsz to ,°afterremaving ary old binding.

The ownershipsof both y and z can changeafter the state-
ment. y and , representshe ownershipsof y andz beforethe
statement; ,% and ,° representheir ownershipsafter the state-
ment. Sincez is overwritten, it mustnot own its pointeebefore
thestatemen{ .= 0), otherwisememoryis leaked. Theconstraint

y= y°+ °guaranteeshe conseration of ownershiprequired
by Propertyl. If y ownsits pointeebeforethe statementit either
retainsownershipor transferst to z afterthe statementlf y does
notown its pointee neithery norz is anownerafterthe statement.

Within amethod, elds of thethis objectaretreatedike local
variablesWe de ne two rulesSTMT-FLDASGN andSTMT-FLDUSE
to handleassignmentto andfrom memberelds of thethis ob-
ject. Thesearesimilarto their STMT-ASGN counterpart.

A NULL pointercanbetreatedaseitherowning or non-avning.
In C++, it is legal to deletea NULL pointer We have found this
relaxed constraintusefulfor analyzingC aswell. Thus,if theright
handsideof anassignmenstatemenis NULL, we only requirethat
the overwritten variable beforethe assignmenbe non-avning as

givenin therule sSTMT-NULL. A new, unboundpwnershipvariable
is generatedo representhe ownershipof the destinatiorvariable
aftertheassignment.

Control ow statements The rule for composition, STMT-
COMP, is straightforvard. Our treatmentof control o w is path-
insensitve. At join points,variablesand elds musthave thesame
ownershipat the con uenceof control o w paths,asre ected in
rulessTMT-IF andSTMT-WHILE.

3.3 Interprocedural Constraints

Constructorgnew) and destructorddelete ) are specialbe-
causethe former are guaranteedo return owning pointersand
the latter always expect owning this  pointers. Thus, we have
threeseparaténferencerules,CONSTR-GOOD, DESTR-GOOD, and
METHOD-GOOD, to specifywhenconstructorsgdestructorsandall
othermethodsarewell-typed.

Localvariablesde ned in thescope statemenin eachmethod
mustnot carry ownershipon entry and exit; returnvariablesstart
out non-avning, but may carry ownershipuponexit. The owner
shipconstraintsmposedy themethods scopestatemenbn all ex-
ternallyvisible variablesaresummarizedy a methods ownership
type (MOT). Variablesthat are externally visible include the im-
plicit this parameterinput parametersmemberelds at method
entryandexit, andthereturnvalue.

To keepour type systemsimple, we have adoptedthe corven-
tion thatall variablesto be passedsinput parametersre rst as-
signedto freshvariables,which are then passecas parametersn
their place. This impliesthatall owning actualparameterganbe
assumedo pasgheir ownershipgo theirformal counterpartsThat
is, formalinput parametersnaybeowning or non-avninguponen-
try, but mustnotbeowningonexit. Thiscornventionalsoavoidsthe
compleity thatarisesvhenthesamevariableis passedo multiple
argumentof amethod.

Wereferto methodnvocationsvherethesendeandtherecever
areknown to be the sameobjectasinternal. All othermethodin-
vocationsare consideredxternal As indicatedby the inference
rule for internalmethodinvocationsSTMT-INTCALL, eachexecu-
tion of r = this :m(:::) involvesinstantiatingthe constraintsn
the declaredmethodownershiptype of m and replacingthe for-
mal ownershipvariableswith freshvariables.Equationsaresetup
betweenthe ownershipsof actualparameterand elds andtheir
correspondingnstantiatedormal variables.The ownershipof the
implicit this argumentmay be optionally passedo the invoked
method. Furthermorethe ownershipof the returnvalueis trans-
ferredto variabler in the caller, which mustnot hold ownership
beforethe statement.

Theinferenceulefor externalmethodcallsSTMT-EXTCALL dif-
fersfromtherulefor internalcallsin its treatmenbf memberelds.
Member elds in boththe senderandrecever objectsmustmatch
their respectre declared eld ownershiptypes(FoT). Therules
for constructorssTMT-CONSTR and destructorssTMT-DESTR are
slight modi cations of thatfor externalcalls dueto their differing
parameteandreturnsignatures.

EXAMPLE 5. Shawvnin Figurel(a)is ashortC++ programwith
methodownershiptypesincludedascomments The methodown-
ershiptypeof n, MoT¢(n), is:

o o _
[ st ¢ ¢, =00

t= 10 =00 5= r0+ fo];
where representshe ownershipof this atentry s and
arethe ownershipvariablesof the rst andsecondarguments, ¢
and ; °aretheownershipvariablesfor the eld f atmethodentry
andexit, respectiely, . istheownershipvariableof thereturned

result.



This signaturesaysthat the ownershipof this is not passed
into the method,the input parametet mustbe an owning pointer
themembereld f mustbenon-avning at methodentry In addi-
tion, this signaturepolymorphicallycaptureshe factthatthe rst
amguments canbe calledwith eitheran owning or a non-avning
pointerandallows the ownership,if presentbe transferredo ei-
therthemembereld f orthereturnedresult.

It is easyto tell from readingthe codein methodm thatall the
threeobjectscreatedare deletedand not leaked. The secondin-
vocationof methodn is particularlyinterestingbecausdahe same
objectis passedsthe rst andsecondargumentso the method,a
factthatour analysiscapturesasa constraintn the caller.

The ownershipsignaturén methodm hasthreeownershipvari-
ables: representshis atthe entry of methodm, ; and ¢°
representeld f atentryandexit. Statementsvhereownerships
may changeare labeledwith the namesof the freshly generated
ownershipvariables.We use ,; to denotethe ownershipof vari-
ablea in methodm generatedifter executingstatement. We use

L to denotethe instantiatedownershipsfor variableb in thej th
invocationof n. Theextractedownershipconstraintof methodm
aregivenin Figurel(b).

To keepthe example short, the constraintsfor caLL #1 and
CALL #2 directly encodethe choiceof ownershiptransferfor each
of its aguments.In addition,we have omittedthe ownershipvari-
ablesassociatedvith this andtheinitial ownershipvaluesof the
localvariablesn m, all of whichareconstrainedo benon-avning.

As shall be shavn in Example6, the seeminglycomplex con-
straintsin Figure 1(b) have a simple structureand are satis able.
Thus,thereis no memoryleakwithin the method.Projectingaway
all theexternallyinvisible variablesgivesthe constraintsn the de-
claredownershiptypein Figurel(a).

This examplealso illustrateshow our systemhandlesaliases.
The signatureof n doesnot dependon whetherthe input param-
etersarealiased.Thealiasbetweerx andy is implicitly captured
by an ownershipconstraintin the calling methodon the pointer
variableshemseles, x, = xq + ys. 2

3.4 Handling Null Pointers

Programoften rst checkif apointeris null beforedeletingthe
object:

if (p '= NULL) delete p

This idiom is problematicfor our path-insensitie systemas de-
scribedabove becaus@bjectsare deletedon one path but not the
other Our solutionis to handlethe predicateghattestif a pointer
is NULL by insertingan explicit NULL assignmento the pointer
on the appropriatepath. For example,the previous statemenis
translatedo:

if (p !'= NULL)
delete p
else
p = NULL;

SinceNULL is treatedasboth an owning andnon-awvning pointer
theanalysiswill correctlydeducehatthe pointeris nolongerown-
ing whenthethen andelse branchesnemge. We alsousean
intraprocedurahnalysisto propagateNULL valuesin eachmethod
sothatthey canbe morepreciselyrepresentedseitherowning or
non-avning.

(@)

class c¢ f
int*  f;
i mote(n) = [ st ¢ 2 (G
/] =07 (=17~ =0" = 0+
int* n (int* s, int* t) f
delete ft;
f = s;
int* r = s;
return  r;
g
I wmoTg(m) = [ ¢ ¢% =0~ ;=07 ;°%=(]
void m() f
int*  u = new int; (1) // up
int* v =newint;, (2 /I v,
int* ~ w=n(u, v);, @ [/ us vs fz ws
1 1 1 10 30
1 s t f f r
delete w; @ 1w,
c* X = new int; B) /I xs
cty =X ©®) 1 ye xs
c* z =n(x, ) M N xq y7 1, 27
2 2 2 20 20
i s t f f r
g
g
(b)
u = 1My, =1 [stmt1; 2]
ur = ug t %AOVZ_ V3+0t1
(= i~ = f3"0,1:0 ws [CALL #1]
f=1n f=0n ;= P+ ¢ [MOTc(n)]
wy = 1% w,=0 [stmt4]
xs = 17 X52: xe T vs [stmt5; 6]
xe = x;t &7 %’s: )'7+Ot
Aoga= En 20 f7’(‘) r2=0 2, [CALL #2]
g=1n F=0n 2= P+ 7 [MOTc(N)]
uz = 0N ;=00 W, =0 x, =0
Ay, =00 4, =00 = (O [EXIT(m)]

Figure 1: (a) A short C++ program with method ownership
typesand (b) ownership constraintsfor methodm.

3.5 Handling C and C++ Features

While our smalllanguagés object-orientedit canalsobe used
to modelC by simply treatingall functionsasmethodsde ned for
oneglobalthis object. We have further extendedthe systemto
handlevarious C++ featuresincluding multiple inheritancewith
virtual dispatch,static functions, multiple constructorsper class
andtemplates.Use of thesefeaturesin a programwill not cause
ary unnecessaryarningsin our system.

Our model currently requiresatomic memory allocation and
object construction,as well asatomic object destructionand de-
allocation. Breakingtheseinvariantsby usingthe C++ placement
new syntaxor makingexplicit callsto the destructowill generate
warnings.

Our systemdoesnot yet modelownershipsfor the following C
andC++languagdeaturesaliasego theaddres®f apointermem-
ber eld in a class,concurrentexecution,exceptionhandling,the
useof unsafetypecastspointerarithmetic,andfunction pointers.
Theuseof ary of thesefeaturegnaypreventour systenmfrom iden-
tifying all potentialleaks.Corversely if noneof thesefeaturesare



used,our algorithmis soundandwill reportall the potentialmem-
ory leaks.

4. OWNERSHIP INFERENCE

Our ownership inference algorithm automatically infers the
“lik ely” ownershipsignaturesof elds and methods. It identi es
statementshatareinconsistenwith thesesignaturesandwarnsof
potentialmemoryleaksanddoubledeletes.Constraintsareintro-
ducedin a carefully designedorder so asto isolatethe sourceof
errors. If a constraintis foundto beinconsistenwith the already
establisheatonstraintsit is discardedandits associatedtatement
is labeledasanerror In thefollowing, we rst describeour spe-
cialized constraintsolver usedto determineif a setof constraints
is consistentThenwe describethe interproceduratype inference
algorithm. Finally we presentthe orderin which constraintsare
considered.

4.1 Constraint Resolution

Theconstraint©nownershipvariablesasshavn in theinference
rulesin AppendixA areall 0-1 integer equalities. As introduced
in Section2.4 andfurther describedn Section4.3.3,0-1 integer
inequalitiesarealsointroducedby our algorithmto minimizeerror
propagationOwnershipconstraintsareof theform:

=0j =1j = i ij .

We have developeda solver optimizedto take advantageof the
speciapropertiesheldby ownershipconstraintsOurattempto ap-
ply agenerakolver to this problemsuggestshatit is signi cantly
slower thanour special-purpossolver.

4.1.1 OwneshipGraphs

Ownershipconstraintscanbe representedby a bipartite owner
shipgraphG = hN;V;Ei, whereN is asetof partitionsof own-
ershipvariablesV is asetof ow nodesrepresentingion-constant
constraintsandE is a setof directededgesonnectingnodesin N
to nodesin V andvice versa. Eachpartitionn 2 N mayhave a
label, L (n), which caneitherbe 1 representingwning or O rep-
resentingnon-avning. Initially every ownershipvariableis placed
in its own partition. Our solver graduallyrewrites the ownership
graphto createsmaller equivalent graphs,alongwith ownership
partitioningfunctions : O! N, which mapelementsn the set
of ownershipvariablesO to theirrespectie partitions.

Constantconstraintsare representedy labeling the partitions
accordingly Eachnon-constantonstraint

X X
= _ior i
I I
is representethy a ow nodev 2 V, anedge( ( );v) andedges
(v; (i), foralli. Thus,a ow nodehasoneincoming edge
and possiblymultiple outgoingedges. Flow nodesare so named
becausehey have thefollowing properties:

1. If the sourceof theincomingedgeof a o w nodeis labeled
0, theoutgoingedgeamustalsohave destinationgabeledo.

2. If the sourceof theincomingedgeof a o w nodeis labeled
1, thenatmostoneoutgoingedgehasadestinatioriabeledLl.
In thespecialkcasenvherethe o w noderepresentanequality
constraintthenexactly oneoutgoingedgehasa destination
labeledl.

4.1.2 Consistenc¥heds

We now describehow our solver checksif a nev constraintis
consistentith a givensetof consistentonstraintsyepresenteds

anownershipgraphG = hN;V; Ei anda partitioningfunction
andreturnsthe combinedsetof constraintsf no inconsisteng is
detected.

If thenew constraints aconstantonstraint, = , 2 f0; 1g,
weassign toL( ( )).If () hasalreadybeengivenadifferent
label, the constraints inconsistentIf the new constraintis a non-
constantconstraint,we representhe constraintby addinga new
o w nodeandcorresponding@dgego G asdescribedabore. Next,
we apply therewrite rulesbelov repeatediyto G until noneis ap-
plicable.If ary applicationof therewrite rulesrequiresassigninga
labeledpartitionwith adifferentvalue,the new constraintis found
to beinconsistent.

Beforedescribingherewrite rules,let usde ne afew terms.We
saythatanoden reacesn’if thereexistsa pathof edgesn E that
leadn to n° To unify noden® with noden, we memgethepartition
of n%into n by assigning_ (n% to L (n) andreplacing o w edges
(v;n% and(n%v) with edgeqv; n) and(n; v), respectiely. The
rewrite ruleswe useareasfollows:

[EDGEREMOVAL]. Remare a o w hodeandits edgesif its pre-
decessoandsuccessonodesarelabeled.

[SINGLENODE]. If anequality o w nodev hasasinglepredeces-
sorn andasinglesuccesson® unify n andn®.

[ZEROIN]. If L(n) = 0, assign0to L(n%, for all n° reachable
fromn.

[ZEROOUT]. If L(Nn) = O, eliminateall (v; n) edgesn E.
[ONEOUT]. If L(n) = 1, assignl to L (n°) for all n® reachingn.

[MULTIPATH]. If a 0 w nodereacheshesamepartitionn viatwo
distinctpaths,assignoto L (n).

[CycLEELIMINATION]. Unify all partitionsalonga cyclic path
andassign0 to ary partitionreachabldrom theuni ed par
tition.

All but thelastrule areself-explanatory To understandhe Cy-
CLEELIMINATION rule, we considertwo cases. If a partitionin
acycleis labeledl, it mustpassownershipbackto itself through
the cycle, thusall otherpartitionsalongthe cycle mustalsobela-
beledl. Conversely if apartitionin a cycle is labeledO, all other
partitionsmust also necessarilybe labeled0. In either case,no
ownershipis passediovnstream.

We refer to the ownershipgraphobtainedby the rewrite pro-
cedureasthe canonicalowneshipgraph It is easyto shav thata
canonicabwnershipgraphconsistof asetof unconnectedirected
agyclic graphs(DAGs),whoseroot partitionsmaybelabeledl and
the restunlabeled. This graphis trivially satis ableif one of the
following is true:

1. Noneof theroot nodesis labeled. Labelingall nodes0 is a
solution.

2. Thelabeledroot nodeshave no commondescendantA so-
lution canbefoundby assigningdl to anarbitrarydescendant
of alabeledroot nodeandO to all others.

In thegenerakasejf theabove two simpletestsfail, we cancheck
the connecteccomponent®f the DAG independentlyfor satis a-
bility; theseDAGsarefoundto besmallin practice.

EXAMPLE 6. Figure 2 is the ownershipgraph derived from
methodm in Figure 1 with both calls to methodn instantiated.
Flow nodesare representedimply by the equalsign (=). Square



Figure 2: Ownership graph of method m in Figure 1 after in-
stantiations of n.

nodesrepresentvariablesvisible outsideof m; circles represent
variablesinternalto m. Eachsquareandcircle represents parti-
tion, unlessit is embeddedn an oval, which representshe uni -
cationof the variablestherein. Eachpartition nodeis labeledwith
its ownershipassignmentf oneis knovn. Edgesin theownership
grapharerepresentethy arrovs. All nodesandedgesnstantiated
from methodn arerepresentedly dottedlines. It is easyto seethe
solution from this graphicalrepresentation.The ownershipsheld
by u,; v, and x5 allmust o w down theright edgeof eacho w
nodebecausehe rightmostdescendanin eachcaseis labeled1.
2

4.2 Interprocedural Analysis

Our algorithmis polymorphic,or fully contet-sensitve, in that
it nds the leastconstrainedsignaturefor eachmethodand eld
ownershiptypein well-typedprograms.The algorithmintroduces
noinaccurag evenin thepresencef recursve cycles. Thissection
describehonv we nd the methodownershiptypesassuminghat
eld ownershiptypeshave alreadybeenfound. We will discuss
hov eld ownershipsarehandledn Sectior4.3.

The algorithm rst createsa setof constraintgepresentinghe
effect of eachmethod,assuminghat the called methodshave >
for constraints.t theniteratesto nd abetterapproximationuntil
the solution stabilizes. Our algorithm precomputestrongly con-
nectedcomponentgrom a programs call graph. Method evalua-
tion is performedin reversetopologicalorderon the components
with iterationneedednly within componentsWheneer the own-
ershiptypeof amethodis changedall themethodghatinvoke the
changednethodarere-evaluated.

To createtheinitial summaryof eachmethodwe collectthecon-
straintsfor eachstatemenin themethodaccordingo theinference
rules presentedn AppendixA, ignoring methodinvocations. To
handlearbitrary control o w in C and C++ programswe usean
SSA-like algorithmto generateownershipvariablesin the method
anduni cations of ownershipvariablesatthejoin pointsof control
ow. Sinceownershipsmay changefor boththe sourceanddesti-
nationvariablesin an assignmenstatementwe have adaptedhe
original SSAalgorithmto createnew ownershipvariablesnotonly
for the destinationvariablesbut alsofor the sourcevariables. We
prunethe SSA-like form by removing all the unnecessarjoins for
variableswhoselive rangesarelimited to onebasicblock[5]. We
alsoapplyintraproceduratlead-codeliminationto furtherreduce
unnecessargssignmenti the code.

The solver de ned in Section4.1 is appliedto the constraints
collectedto createa canonicalownershipgraphfor eachmethod.

Notethatthe systenmaybefoundto beinconsistenin the process
andonly consistentonstraintaareusedto summarizea method.

In theiterative step,a methodis visited only if the signatureof
at leastoneof its callees'haschanged.For eachcalleewith nev
constraintinformation,we rst reduceits currentownershipcon-
straintsto purerelationson formal parameters.We projectavay
the internal partition nodesby connectingeachinput parameteto
afresh o w node,whichis thenconnectedo all outputparameters
reachedy thatinput. This maycreatemary moreedgesbut limits
the namespaceof the ownershippartitions. Theserelationsbe-
tweenformal parameteraretheninstantiatedn thecalling context
by substitutingactualparametergor the formal parameters.The
solver is thenappliedto checkthe constraintsor consisteng and
to simplify it.

(@)

Figure 3: Ownership graph of methodm in Example5 after (a)
intrapr oceduralanalysisand (b) interprocedural analysis.

EXAMPLE 7. Returningto the examplein Figure 1, our algo-
rithm rst createsanintraprocedurasummaryfor methodsn and
m. It callsthe solver to simplify the constraintsnternalto each
method,ignoring the constraintof ary callees andprojectsaway
all internalvariablesotherthanparametersTheresultfor m after
the rst stepis shawvn in Figure3(a). All thatremainsin the own-
ershipgraphfor m aretheexternalparameters; and  °andthe
parameterpassednto andoutof its calleen. Notethattheinstan-
tiatedconstraintsshawvn in dottedlines, arenotvisible to this rst
step;they areshavn hereonly for reference.

Thesecondstepof thealgorithminstantiatesheconstraint§rom
n into the intraprocedurasummaryof m and appliesthe solver
to the resulting graph, yielding the result shavn in Figure 3(b).
The nal signaturefor m obtainedby projectingaway all internal
variablegandincludingtheownershipvariable for this , which
is notincludedin the gure) is simply:

[ ¢+ % =00 {=0" (°=0]
2

One complicationthat arisesin practiceis that programsoften
invoke functionsor methodsfor which no sourcecodeis available.
Theseinclude systemcalls andcallsto librariesthatare compiled
separatelyWe prede ne methodownershiptypesfor a numberof
systemcallslike strdup , strcpy andmemcpy. We alsoallow
theuserto give aspeci cationfor otherroutines.If nospeci cation
is provided, we assumehatparameterso unde nedfunctionsare
non-avning.



4.3 Constraint Ordering

Withoutaspeci cation, it is impossibleto tell which constraints
amonga set of inconsistentconstraintsare the erroneousones.
Thuswe canonly useheuristicio nd thestatementsostlikely to
beincorrect. Misclassifyingan erroneoustatemenascorrectcan
resultin misclassifyingmary correctstatementaserroneousThis
propagatiorof errorscanresultin mary warnings,which require
moreusereffort to diagnose.

Somestatementsare more preciselymodeledthan others. For
example, allocationsare preciselymodeledbecausehey will al-
waysreturnan owning pointer On the otherhand,the constraint
thatowning pointerscannotbe storedindirectly is impreciseandis
likely to beviolated. Similarly, somemethodsarelesslik ely to con-
tain ownershiperrorsthanothers.Destructoraremorelikely to be
correctin handlingmember elds thanmethodshatinvoke them.
Our approachto minimizing error propagationis to classify con-
straintsaccordingto their degreeof precisionandto try to satisfy
the more preciseconstraintsrst. In addition, we rank warnings
accordingto the precisionof the constraintdeingviolated.

4.3.1 TypingFieldsBefore Methods

We assumehattheimplementatiorof a classis a morereliable
sourcefor identifying an interfacethan codethat usesthe class.
Therefore,our top-level algorithmhastwo steps:it rst nds the
ownershiptype of memberelds in eachclassby consideringonly
methodswithin the class;it then usesthe eld ownershipsin a
whole-programanalysisto nd the methodownershipsignatures.

To nd classmembereld ownershipswe useanalgorithmsim-
ilar to the onedescribedn Section4.2. This stepanalyzesa class
at atime. Becauseaven constructorsand destructorsmay invoke
othermethodsaninterprocedurahnalysids used.Wemodelexter
nalinvocationsby simply assuminghatconstructorgeturnowning
pointersanddestructorsacceptowning pointersasargumentsand
ignoring all other constraints. Member eld ownershipsare ini-
tialized to >, meaningthey canbe either owning or non-avning.
Destructorsaandconstructorareanalyzedeforeothermethods A
membereld is presumedo be owningif it is owning atthe entry
of thedestructoror owning atthe exit of ary of the constructorsit
is presumedo be non-avning otherwise.

4.3.2 RankingStatements

The intraprocedurabnalysisordersthe constraintsso that the
more preciseconstraintsare satis ed rst. Below is the ranking
used startingwith themostprecise:

1. Constantconstraintsincluding allocations,deletions,over-
written variables andvariablesenteringandexiting a scope.

2. Equality ow constraintswith a single output, exceptthose
generatedby uncommoncontrol ow paths. Thesearise
from join nodesand assignmentsvithout choice. Among
o w nodesgeneratedrom joins, thosewith a lower fan-in
areconsiderednoreprecise.

3. Constraintgyeneratedby assignmentsvith choice.

4. Flow constraintsarising from joins on uncommoncontrol
o w pathslike loop continuesandbreaks.

5. Constraintgeneratedy loadsandstoresinvolving indirect
pointeraccesses.

4.3.3 Handlinglnaccuraciesin Methods

Theorderin which methodsareanalyzeds dictatedby the call
graph,sinceit is not possibleto nd the ownershipsignatureof a

methodwithout the signatureof its callees.This createsa problem
becauseerrorsin summarizinga calleecan propagatenterproce-
durallyto all its callers.

Therearethreekindsof constraintshatareof particularconcern:
the constraintthatindirectly accessegointersmay not hold own-
ership,the constrainthatunde nedfunctionscannothave owning
parameterandreturnvalues,andthe constraintthat elds in the
sendembjectmusthonortheir ownershiptype beforeandafter ex-
ternalinvocations.Thelastconstraintis overly restrictve because
mostexternalcalls do not accessnember elds in the senderob-
ject.

Our solutionis to analyzethe programwith more relaxed ver-
sionsof the above constraints. We relax the constraintsto allow
indirectly accessegointersandparameterso unde nedfunctions
to optionally hold ownerships. Theseconstraintsare represented
by 0-1 inequalities. A senders member elds neednot obey the

eld signaturesacrossexternalmethodinvocations.At the end of
theanalysiswe walk througheachmethod tightenthe constraints,
andreporttherestof theviolations.

5. EXPERIMENTAL RESULTS

Clouseauthe memoryleak detectorwe implementedjncorpo-
ratesall the techniqueddescribedn this paper Clouseatis im-
plementedas a programanalysispassin the SUIF2 compilerin-
frastructure. Besides nding potentialerrorsin a given program,
Clousealalsogeneratetferredownershipsignature®f eachpro-
ceduregclassmethodandclassmembereld. Thesesignatureselp
usersunderstandhewarningsgeneratedClouseaus soundwithin
the safesubsetof C and C++ presentedn Section3.5, meaning
thatit will reportall possibleerrorsin the program.Someof these
warningspertainto incorrectusageof the ownershipmodel,which
is themainobjective of thetool. Someof thesewarningsaredueto
limitations of our analysisor the useof scheme®therthanobject
ownershipin managingnemory

To evaluate the utility of the Clouseausystem, we applied
Clouseauo six large C and C++ applications. Our tool reported
warningson all the applications. We examinedthe warningsto
determineif they correspondo errorsin the program. We found
errorsin every packageand 134 potentiallyseriousmemoryleaks
anddoubledeletesverefoundin total.

5.1 The Application Programs

Theapplicationsuitein this experimentconsistof threeC pack-
agesandthree C++ packages.The C programsin the suite are
widely used: GNU binutils, which are a setof object le genera-
tion andtransformatiortools, openssha setof secureshellclients
andseners,andthe apachevebsener. The C++ applicationsare
underactive development:licq, aninternetchatclient, Pi3\Web, a
websenerwrittenin C++,andthe SUIF2compiler's basepackage.
The rst two are available from http://sourceforge.net
andSUIF2is availableat http://suif.stanford.edu

Many of thesepackagesontaina numberof executablepro-
gramsandlibraries,asshavn in Figure4. The gure alsoincludes
other statisticson eachpackageincluding the numberof source

les, thenumberof functions,andthelinesof code(LOC), asmea-

suredby countinguniquenon-blanklines of preprocessedource
code.In total, our tool analyzedabout390,000lines of codein the
experiment.We alsoreportthe sizeof the largestprogramin each
packageandthetime ownershipinferencetakesfor thatprogram.

The measurementaeretaken on a 2 GHz Pentium4 machine
with 2 GBytesof memory Thesenumbersdo notincludethetime
requiredby the front end, linker, and preprocessingransforma-
tions. It took 1.2 minutesto analyze71K lines of C codeand



LargestExe

Package| Exe | Lib | Files| Func| LOC | LOC | Time
binutils 14 41 196 | 2928| 147K | 71K 69
openssh| 11 2| 132| 1040| 38K | 23K 13
apache 9| 27| 166| 2047| 66K | 43K 29
licq 1 0 31| 2673| 28K | 28K | 240
Pi3Web | 48| 14| 173| 2050| 40K | 25K 85
SUIF2 12| 30| 203| 8272| 71K | 55K | 528
TOTAL 95| 77| 901 | 19010| 390K

Figure 4: Application characteristics: number of executables,
libraries, les, functions, lines of code, lines of codein the
largestexecutableand its ownership analysistime in seconds.

8.8 minutesto analyze55K lines of C++ code.C++ programanal-
ysisis slower becausef the extra intra-classanalysisusedto de-
terminemember eld ownershipstheinclusionof member elds
in the analysis,andthe larger call graphsgeneratedy classhier
archyanalysisWe have not optimizedour implementationasthe
analysiswasfastenoughfor experimentation.

5.2 The C Packages

Clousealgeneratea total of 1529warningsfor thethreeC pro-

gramsin the suite. The warningsare separatedhto threeclasses:

violations of intraproceduratonstraintsyiolations of interproce-
dural constraintsandescapingviolations. Escapingviolationsre-

fer to possibletransfersof ownershipto pointersstoredin struc-
tures, arraysor indirectly accessedariables. While thesewarn-
ingstell the userswhich datastructuresn the programmay hold

owning pointers,they leave the userwith much of the burdenof

determiningwhetherary of thesepointersleak. Usersarenot ex-

pectedio examinethe escapingvarnings sowe only examinedthe
non-escapingvarningsto nd programerrors.

Only 362 of the warningsare non-escaping82 areintraproce-
duraland 280 areinterprocedural We found altogether85 errors,
asshavn in Figure5. The errorto-warningratio is 32% for in-
traproceduralviolations and 21% for interproceduralviolations.
We found the methodsignaturesgeneratedby Clouseauhelpful
with our examinationof theinterproceduralvarnings.

Intraprocedural | Interprocedural
Package| Reported| Bugs | Reported| Bugs | Escapes
binutils 79 26 200 40 727
openssh 1 0 73 18 408
apache 2 0 7 1 32
Total 82 26 280 59 1167

Figure 5: Reported warnings and identi ed errors on C appli-
cations

Marny of the errorsin binutils and opensshare due to missing
objectdeletionsalongabnormalcontrol o w paths,suchasearly
procedurereturnsor loop breaks. Someprocedureseturn both
pointersto newly allocatedand statically allocatedmemory Oc-
casionally deletesare missingin the normal executionof a loop.
In opensshalmostall memoryallocationanddeletionroutinesare
wrappedoy otherprocedureshusinterprocedurahnalysids apre-
requisiteto nding ary leaksin the program. The apacheweb
sener illustratesaninterestingscenario.Clouseaueportedonly 9
warningsonly oneof whichwasfoundto beanerror Examination

of thesewarningsquickly revealedthatapachemanage#ts memory
usingaregion-basedchemeWhile Clouseawdoesnot understand
region-basednanagementhe few warningsgeneratedgucceedn
helpingusersunderstandiow the programmanagesnemory

5.3 The C++ Packages

Clouseawffers morefunctionalityin nding leaksin C++ pro-
grams.By assuminghatmemberelds areeitherowning or non-
owningatpublicmethodboundariesClousealcan nd errorsasso-
ciatedwith leaksstoredin classmemberelds. For C++, Clouseau
generateswo more catgories of warningsthanthosefor C: vi-
olationsof recevers' member eld ownershipsand violations of
sendersmembereld ownershipsn externalinvocations.Thelat-
ter, asdiscussedn Section4.3.3,aremostlikely causedy limita-
tionsin our modelandnot real errorsin the program. The break-
down of eachcategory of warningsanderrorsis shavn in Figure6.

We analyzedthe recever- eld, intraprocedurabndinterproce-
duralviolationsto look for memoryleaksanddoubledeletes.We
foundtwo commonsuspiciougpracticeswhich we classifyasmi-
nor errors. First, mary classesvith owning member elds do not
have their own copy constructorsand copy operatorsithe default
implementationgreincorrectbecauseopying owning elds will
createmultiple ownersto the sameobject. Evenif copy construc-
torsandcopy operatorarenotusedn thecurrentcode they should
beproperlyde nedin casethey areusedin thefuture. Second578
of the864interproceduralvarningsreportedfor SUIF2arecaused
by leaksthatoccurjust beforethe program nds anassertionvio-
lation andaborts. We have implementecda simpleinterprocedural
analysisthat cancatchthesecasesand suppresshe generatiorof
sucherrorsif desired.Countingtheminor errors,770(69%) of the
1111 examinedwarningsleadto errors. Ignoring the minor errors
andtheirwarnings 49 (13%)of the 390examinedwarningdeadto
errors.

This experimentshavs thatthe objectownershipmodelis used
in all the three C++ applications. Ignoring the minor default
copy constructorgandcopy operatorproblem classesvith owning
memberelds have noleaksin Pi3webandlicq. In theSUIF2com-
piler, hawever, someclassedeak owning membershecauseither
theclassdestructodoesnot deletethemor thedefault destructois
used.We alsoidenti ed two seriouserrorswhereanobjectcanbe
deletedwice. Doubledeletesareeven moresigni cant thanmem-
ory leaksbecaus¢hey cancausememorycorruptionandunde ned
behaior.

5.4 Discussion

Our experiencein working with real-life applicationsleadsto
a numberof interestingobserations. First, the eld andmethod
signaturegieneratedy Clouseathelp explain to the programmer
thecauseof thewarnings.It hasbeenfoundthatgoodexplanations
arerequiredfor effective error detectiontools[6]. Our generated
methodinterfacesallow usersto reasonaboutthe methodsone at
atime. Evenwhenthe generatednethodinterfacesareerroneous,
programmerganofteneasilydetectsucherrors.

Secondautomatidoolsarenotaffectedby someof theproblems
thatcanmisleadprogrammersOneerrorwe foundin binutils was
causeddoy a misnomer Thefunctionbfd _alloc  doesnotreturn
ownershipof newly allocatedobjectsdespiteits name;giving no
credencdo functionnamesClouseateasilyderivedthis factfrom
theimplementation As anotherexample,someof the leaksin licq
aregeneratedy macroghatexpandto includeearlyloop exits that
causememoryleaks.lt is dif cult for aprogrammerwithoutlook-
ing at the preprocessedode,to nd theseleaks. Theseexamples



Recever-Field Intraprocedural Interprocedural SendeiField
Package|| Reported| Major | Minor || Reported| Major || Reported| Major | Minor || Escapes
Pi3Web 38 0 33 10 0 46 4 0 134 36
licq 42 0 40 33 14 114 16 0 231 622
SUIF2 91 8 70 33 5 704 2 578 523 886
Total 171 8 143 76 19 864 22 578 888 1544

Figure 6: Reported warnings on C++ applications, with identi ed major and minor errors

suggesthattoolscan nd new programerrorsevenin well-audited
code.

Third, without using or needinga speci cation, Clouseaucan
only nd inconsistenciesn programsand cannotsay for sure,
which statementsn the programare wrong. Inconsistenciesre
often interestingto programmerseven if they do not correspond
to erroneousmemory usage. In somecodein binutils, a pro-
grammercalledthe wrongfunction by mistale. The functionhap-
penedto have an ownershipsignaturedifferentfrom the intended
function. By examiningthe ownershipinconsisteng reportedby
Clouseauwe wereableto discover anotherwisehard-to- nd error.
Someof theinconsistenciearedueto unusuaprogrammingstyles.
Clouseadounda suspicioucasewherea pointerto the middle of
an objectis storedasan owning pointer The pointerhappengo
be suitablydecrementetb point to the beginning of the objectbe-
foreit is freed.ldenti cation of suchuncomwventionalpointerusage
might be of interestto a programmer

Fourth,detectingorogramerrorsis but the rst steptowards x-
ing the errors. Fixing memoryleaks, especiallywhen errorsare
causedby poorly designednterfaces,canbe hard. A few of the
leakswe found appearto have beendiscorered before, basedon
commentsn thesourceles nearthereportedproblems.They have
not been x ed presumablybecausef the compleity involved. In
fact, after we reportedone suchinterface problemin binutils, a
developerintroducedanotherbugin anattemptto x theerror In-
cidentallythisbugwould have beencaughtoy Clouseathadit been
run afterapplyingthe x.

While Clouseausuccessfullyhelpedidentify a numberof er
rorsin largecomplex programspur experimentalsorevealedsome
weaknessem our currentsystemand suggestseveraliinteresting
avenuedor futurework. It would be usefulandpossibleto reduce
the numberof falsewarningsamongthe recever- eld, intrapro-
ceduralandinterprocedurabiolations. We found that predicates
areoften usedto indicatewhetherpointersown their objects,thus
addingpath sensitvity will reducethe numberof falsewarnings.
Therearemary recever- eld violationsdueto theidiom of usinga
combinationof get andset to replaceanowning membereld.
Relaxingthe ownershipmodelandimproving the analysisto han-
dle suchcasesvould beuseful.

More importantly we needto help programmersnd leaks
amongtheescapingiolations. We foundthatC andC++ programs
oftenpasspointersto pointersasparameterso simulatea pass-by-
referencesemantics. Better handling of suchpointerswould be
useful. We alsoneedto improve the handlingof objectsin contain-
ers. Our investigationsuggestghat containerscan be handledby
having the userspecify the relationshipsbetweencontainersand
their elementsin the codeand augmentingthe static analysisde-
scribedin this paper Detailsof thiswork arethe subjectof another
paper

6. RELATED WORK

This researchbuilds uponprevious work on linear types,object
ownershipmodelsand capability-basedype systems.The design
of our systemis driven mainly by our goalto build atool thatcan
beappliedto thelargeexisting C andC++ codebases.

Ownership model. Ourwork is basedn anotionof ownership
that hasbeenadoptedby practitionersand sharesmary similar-
ities with the conceptsembodiedin auto _ptr andLCLint[13].
Owningpointershelp nd memoryleaks,but do not eliminateref-
erencego danglingpointers. Our modeladdsoptional ownership
transferin assignmentallows arbitraryaliasesandincludesanob-
jectownershipinvariantat public methodboundariesWe have for-
malizedthe ownershipmodelanddevelopedanalgorithmthatcan
automaticallyinfer polymorphicownershipsignature®f themeth-
odsand elds in C andC++ programs.

Clarke et al. proposeda strictermodel of ownershipknown as
ownershiptype[9,21]. Thebasicnotionis thatanobjectmay own
anothersubobject.An objectis alwaysownedby the sameobject;
furthermore pwnershiptypesenforceobjectencapsulatiorthatis,
objectscanonly bereferencedhroughownerpointers.This notion
of encapsulatiomestrictsaccesgo the subobjectsthus allowing
oneto reasonabouta subobjectby only consideringmethodsin
the object. This hasbeenusedin preventingdataracesanddead-
locks[2]. Variousextensionshave beenproposedo allow restricted
formsof accesso objectswithoutgoingthroughtheowner[2,7, 8].
AliasJava usesa more e xible ownershiptype system[1].While it
is still not possibleto changethe ownershipof anobject,anowner
can grant permissionto accessan objectto anotherobject, and
aliasescanbe temporarilycreatedto owned objects. More recent
work hasenabledthe expressionof parameterized@ontainersand
their iteratorswhile enforcingencapsulatioproperties[3].

Sinceownershipcanbe passedaroundin our system,our work
alsobearssomesimilaritieswith linear types. Becausewe allow
non-avning pointers,assignmentsay or may not transferowner
ship;the optionis capturedy a constraintandthe systemis type-
safeaslong asthe constraintderived are satis able. Strictlinear
typesrequiretheright-hand-sidgointerbenulli ed. Languagex-
tensionshave beenproposedo allow read-onlyaliases[26].Boy-
land's alias burying allows aliaseshut the aliasesareall nulli ed
when one of them is read[4]. He proposedan inferencealgo-
rithm thatrequiresannotationse placedon procedurainterfaces.
Alias typeshave beenproposedo allow limited forms of aliasing
by specifyingthe expecteddatamemoryshapeproperties[2427].
Lineartypeshave beenappliedto trackresourcaisage[14hndver-
ify the correctnes®f region-basednemorymanagement[1015,
16, 17, 18, 25]. Finally, Dor et al. proposecheckingfor mem-
ory leaksusinga sophisticatecointer shapeanalysis[11];unfor
tunately the scalability of this powerful techniquehas not been
demonstrated.

Automatic Inference Our ownershipinferenceis fully auto-
matic and quite powverful. Automatic interprocedurabnnotation
inferencingis alsousedin othersoftware understandingools in-



cluding Lackwit[23], Ajax[22] and AliasJava[1]. While all these
tools supportpolymorphism,or contect sensitvity, our algorithm
is also o w-sensitve unlike the rst two of these. Moreover, we
do not know of ary otherinferencealgorithmsthat allow choice
in ownershiptransferin assignmenstatementandmethodinvoca-
tions. This ideais alsousefulfor solving otherresourcemanage-
mentproblems.

Experimental Results This papelincludesexperimentatesults
demonstratinghe succes®f our systemin nding errorsin large
C and C++ programs. Very few experimentalresultshave been
reportedin previouswork involving ownership-basedodels.We
areableto applyour systento large programsbecausehe system
assumes e xible model,requiresno userintervention,andhasan
efcient o w-sensitve andcontet-sensitve algorithm.

The GNU C++ compilerhasa -WeffC++ ag which warnsof
violations of Meyers's effective C++ rules, which include some
rulesto minimize memoryleaks. The tool usesmainly syntactic
analysisand tendsto generatemary falsewarnings. Fully auto-
matictoolslike PRE x[6] andMetal[12,19] have beenfoundto be
effectivein nding programerrors.Althoughunsoundandlacking
a notion of objectinvariants,thesetools have beenshovn to nd
mary errorsin large systems.Handlingfalsewarningsis a major
issuein bothof thesesystemsExperiencawith the PRE x system
shavsthatit is importantto prioritize thewarningssoprogrammers
canfocuson the mostlikely errors. Metal statisticallyidenti es
commoncodingpracticein a programandclassi esdeviationsas
errors.

We also prioritize warningsbasedon their likelihood of repre-
sentingreal errors. Moreover, becauserrorsin our systemappear
asconsisteng violations, it is particularlyimportantto attributethe
errorstotheirsourcecorrectly We dosoby satisfyingthemorepre-
ciseconstraintsrst. Our experiencewith Clousealwcon rms that
a good constraintorderingis importantto generatinguseful error
reports.

7. CONCLUSIONS

This paperformalizesa practical object ownershipmodel for
managingmemory In this model, every objectis pointedto by
one andonly one owning pointer The owning pointer holds the
exclusive right andobligationto eitherdeletetheobjector to trans-
fer theright to anotherowning pointer In addition,a pointertyped
classmembereld eitheralwaysor never ownsits pointeeatpublic
methodboundaries.

This modelcanbe usedto analyzeexisting code“asis” because
it supportsthe normal semanticof assignmentsand methodin-
vocations.Namely assignmentsnay transferownershipfrom the
sourceto thedestinationvariable but arenotrequiredto doso. We
capturethe choiceof ownershiptransferwith 0-1integerlinearin-
equalities.In addition,methodinterfacesalsouse0-1integerlinear
inequalitiesto capturethe ownershiprelationshipsamongparame-
tersin a method. This representatiosupportsa poverful form of
polymorphism.

We have developeda o w-sensitve and contet-sensitve algo-
rithm thatautomaticallyinfers eld andmethodownershipsigna-
turesin C and C++ programsand identi es statementwiolating
the modelaserrors. We have optimizedthe algorithmby usinga
sparsegraphrepresentatioanda customconstraintsolver to take
adwantageof the highly-structured-1 ownershipconstraints.

Our memorydetectiontool, Clouseauijs designedo helpusers
isolateerrorsin a program.lt triesto satisfythe more precisecon-
straints rst to preventerrorsassociatedvith the lessprecisecon-
straintsfrom propagatingWarningsareranked soasto focususers
onwarningsmostlik ely to leadto errors.Finally, themembereld

ownershipsandmethodsignatureghatthe tool generategjive the
contet of reportedconstrainwiolationsandminimizethe codein-
spectiorrequiredto identify bugsfrom thewarnings.

Our experimentalresultssuggesthat our algorithmis effective
andefcient. It nds errorsin eachof thelargesoftwaresystemsve
experimentedvith, which includewebseners,secureshellclients
andseners,a chatclient, objectcodetoolsandthe SUIF compiler
Thealgorithmis practical;it analyzedover 50K linesof C++ code
in about9 minutesona2 GHz PC.
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APPENDIX
A. STATIC TYPING RULES

This appendixincludesall the statictyping rulesin our owner
shiptype system.Figure7 givesthetyping rulesfor all statements
in a method,otherthanthoseinvolving methodinvocations. Fig-
ure8 givesthetyping rulesfor methodde nitions andinvocations.

Figure9 givesthe syntaxandthe rulesof the staticjudgments.A
programP is well-typed,P * , if it hasawell-typedconstructar
destructarmethodsand elds for eachclassin the program.A set
of constraintsC is good,” C, if it is consistent.We de ne the
restrictionC #~ to betheresultingconstraintafter projectingaway
all variablesbut thosein ~.

(STMT-NULL)
D" z: , Lfresh  Cc%=CAf ,=0g
B;D;C " z= NULL) D[z7! ,%;C°

(STMT-ASGN)
0 0 DO‘ Y y;Z: z 0 )
2z, y fresh  C = CA ,=0g"f y= y"+ ;g
B;D;C z=y) D[z7! ,%y7 ,%;C°

(STMT-FLDASGN)
B this:c D y: ythis :f: ¢ % fresh
c=cAf ¢ = 0grf y= O+ (%9 f2F(0
B;D;C  this :f =y) D[this 7! {%y7! ,7;C°

(STMT-FLDUSE)
B this:c D this:f: ¢;z: , .% ¢%fresh
C’=CHM , =09 (= %+ ,%g f2F()
B;D:C " z=this :f ) D[z7! %this 7! ;% C°

(STMT-COMP)
B;D;C " s) Di;Cs B;D1;C1" s2) D2;C2
B;D;C s1s) D2;Cp

(STMT-IF)

B;D;C " s) D1;Ci B;D;C " s) D2C:
C%= C1ACM Di(x) = Da(x)jx 2 Dom(D)g
B:D:C " if then s else s, ) D;;C°

(STMT-WHILE)
B;D;C " s) D;;Cy
C%= CACyM D(x) = D1(x)jx 2 Dom(D)g
B:D:C  while dos) D;C°

Figure 7: Typing rules for statements



[METHOD-GOOD]
MOTe(M)=[ &~ + 7° +%Cm]

=F( ¢ ryz fresh  this cx:tx;r:t;2: tz;this | g%: ~ this :f0 ~ir: ;2. »;true” s) D;C
D this : &%x: ~"this :f: ~%r: %z 5°
Co=f =09 5=0g"C ’=0g"f x°=0g"f %= v %= %9 2209 " Cm  Cm C% o~ v v° (°

" m(this :c;x:tx):t fscoper:t ;z:t; fs return rgg

[CONSTR-GOOD]

MoTe(new = [x ~° +%Cnm] f=F(c) & ¥, ~ fresh
this @ c;%: tx;2: Gz this : g x: ~ this :f: v;2: »true” s) D;C D this : &%x: ~%this :f: v%2: ~°
CO= f &:19"f ~f=Og"f ~Z=Og"C"f &0: r°=1g"f ~><O=Og/\f 70: ~f°g"f ~zo=09 : Cm Cm CO#~>< ~TO ro

" new(x: tx): c fscopethis :c;z: t; fs return this gg
[DESTR-GOOD]
MoTc(delete ) = [ & ~;Cm] f=F(¢) ~ fresh this : c;z: tz;this : g;this ;"1 ~;2z: -;true” s) D;C
D" this : gthis ift v%2: %% C%=1f ¢=1g"f v=0g"C~ =19 f~°=0g"f+’=0gy " Cm Cm C% ¢~
* delete ¢(this : c) fscopez: t; fsgg

[STMT-INTCALL]
B " this :c f=F( c) D © this : g %: ~;this f: ~5;r:

& % ~+% (Ofresh MOTe(M)=[ ¢~ ~ % +%Cm] Cs=Cm[a~ 1 *° rofr85h=0&~x ~+ %

C°= CM =0g"CeMf o= o'+ &g ~= ~gM ~"=0g*f v= vg"f +°= 1% (= g
B;D;C " r = this :m(x)) D[this 7! &%x7! ~%this 71 ~%r71 9;C°

[STMT-EXTCALL]
B " y:c;this :c1 f=F( ¢) fi=F(c1) D y: &x: x;this :f1: v r:
& %% Cfresh moTe(M)=[ e~ v° (%Cm] Cs=Cm[a~x v 7" freshe ¢ % v ~° 9
C%= CAf (=0g"f 7,=FOTe, (T1)g"CsM o= &°+ o™ x= g M ~°=0g"f v = ~ = FoTc(Monf (= %
B;D;C  r=ym(x)) Dly7! 7' ~"%r7! (9;C°

[STMT-CONSTR]
B this :ci f=F(c) fi=F(c)
D" %x: ~;this :fi: +,;r: ~% %fresh  moTc(new = [% <° +%Cm] Cs=Cm[~ <° :%freshe~ ~° (9
C%= CAf =0g"f 1,=FOTe, (F1)g"CsM = ~g"f %°=0g f ~ =FoTc(Mg %= %
B;D;C " r=new(x)) Dx7'~"%r7! [9;C°

[STMT-DESTR]
B " y:c;this :c1 =F(¢) fi=F(c1) D y: gthis [f1: 1; & fresh MOTc(delete ) = [ & +;Cm]
Cs=Cm[ &~ freshe ¢ v] C%= CAf 7,=FOT, (F1)g CsM o= &°+ ogf v =FOTc(M)g
B;D;C " y:delete «() ) D[y7! &%;C°

Figure 8: Good methodde nition and invocationtyping rules

[PROGRAM-GOOD]
8c 2 CL(P);8f 2 F(c);m 2 M(c)

FoTec(f)=1[]; = ] 2f0;1g T m(this :c;x%: )t fiig T new(x:tx):cfiig * delete ¢(this : c)f::g
P
[CONSTRAINT-GOOD]
C 0 false
" C

Figure 9: Well-typed programs



