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ABSTRACT

This paper preserts the rst practical static analysis tool
that can nd memory leaks and double deletions of objects
held in polymorphic containers. This is especially impor-
tant since most dynamically allocated objects are stored in
containers.

The tool is basedon the concept of object ownership: ev-
ery object has one and only one owning pointer. The own-
ing pointer holds the exclusive right and obligation to either
delete the object or to transfer the obligation. This paper
preserts a new type systemthat allows di eren t instances of
a polymorphic container to hold di eren t typesof elemerts,
and to independertly own or not own their elemerts.

Our tool is sound: it will report all potential memory
leaks and multiple deletions of pointers in a program. Our
system automatically identi es the container implementa-
tion routines in an application. The user provides a short
speci cation on the container structure and ownership con-
straints for these routines. The system then solves for the
ownership constraints o w- and context-sensitiv ely, and re-
ports inconsistenciesin ownership constraints as potential
memory leaks and double deletions.

We applied our tool to a suite of v elarge open-sourceand
commercial C and C++ applications totaling one million
lines of code. The tool successfullyidentied memory leaks
in these programs and found double deletions of objects that
could lead to program failures or security vulnerabilities.
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1. INTRODUCTION

Container data structures, such aslists, stacks, maps, and
arrays, are commonly used to hold referencesto many dy-
namically allocated objects. Containers are usually designed
as generic or polymorphic data structures capable of hold-
ing objects of any data type. Becausea majorit y of dynami-
cally allocated objects are held in containers, it is important
for memory leak detection tools to nd leaks in the use of
polymorphic containers. This paper preserts the rst tool
based on static analysis that can nd leaks in containers
with polymorphic elemert ownership in large C and C++
applications.

1.1 Monomorphic Object Ownership

Our memory leak detection technique is basedon the con-
cept of object ownership, a notion often used by program-
mers in managing memory. We previously provided a for-
malization of object ownership and usedit asthe basisfor an
automatic static memory leak detector called Clouseau[21].
Objects can be pointed to by multiple pointers, but one and
only one of these is considered to be the owning pointer.
The owning pointer holds the exclusive right and obligation
to either delete the object or to transfer the right to an-
other owning pointer. Ownership can be passed through
local variables, passedinto procedures, and returned from
procedures until an object is freed. In this monomorphic
model, a monomorphic ownership type is assaiated with
ead pointer and the eld of each C++ class. This is inad-
equate for handling polymorphic containers.

1.2 Polymorphic Object Ownership

In practice many containers are designedto have polymor-
phic object ownership: that is, someinstance of a container
type may own its elemerts, while someother doesnot. The
previous analysis generated false warnings in the presence
of two distinct instances of the same container type that
separately hold owning and non-owning referencesto their
elemerts. Containers are complicated by the fact that they
can be nestdal; the elemerts in a container may themselves
be containers. As a pointer to a container is passedaround,



ownership of the container may transfer from one pointer
to another. However, the structure of the container's ele-
ments and the ownership of its elemers remains invariant.
This property holds for eac level of nesting for containers
of containers. Di eren t instances of containers, i.e. contain-
ers allocated at di erent program points, can have elemerts
with dierent structure or ownerships.

1.3 Automatic Inferencewith User
Speci cation

It is dicult to determine polymorphic container types
in C programs. They are often written to contain elemerts
with agenericvoid * typethat canbeusedto hold pointers,
function pointers, or even some scalar integer types. C++
programs, written using templates, are easierto handle. In
either case, pointer manipulation can obscure programmer
intent and make a program di cult to analyze.

Our system can automatically detect the container imple-
mentation routines that manipulate the internals of a con-
tainer. We require usersto specify interfaces for these rou-
tines that summarize the polymorphic container and own-
ership behavior of their parameters, both inputs and out-
puts. This is practical becauseprogrammers only need to
document a small number of container implementation rou-
tines. Well-engineered applications use only a small library
of container routines, the C++ STL library being one such
popular example. Speci cations can be provided once for a
library and can be reused acrossall applications using the
library .

Given the speci cation on container implementation rou-
tines, our system automatically infers the container struc-
tures and ownerships of the rest of the program in a o w- and
context-sensitive manner. If the system nds the program
to be type-safewith respect to the container structure and
ownership properties, then there are no memory leaks nor
double deletes. Otherwise, the inconsistenciesfound corre-
spond to all the potential memory leaks and double deletes
in the program.

1.4 Evaluation

Static memory leak detection tools have previously been
evaluated by the number of errors found and the ratio of false
warnings to true errors reported. This doesnot report how
many leaks go undetected. A leak analysis should be evalu-
ated by the volume of memory leaks detected; nding leaks
that causelarge dynamic leak volumes is better than nd-
ing leaks that occur only on rare error conditions. We use
Valgrind [24] to dynamically measurethe volume of mem-
ory leaked by a program. Evaluation with dynamic tools is
useful, but provides an incomplete picture of memory leaks
since static analysis can nd errors that may not occur in a
particular run. We evaluate our analysis tool based on four
criteria: the number of program errors identi ed, the per-
certage of warnings that help identify errors, the volume of
leaksremoved from a program by xing the identi ed errors,
and the number of program errors identi ed that would not
have been found by only using dynamic techniques.

We have implemented all the ideaspreserted in this paper
as an extension to the original Clouseau system. To get a
realistic evaluation, we applied our tool to v elarge C/C++
applications, totaling over a million lines of code.

We found containers in all v e applications and contain-
ers with polymorphic ownership in four. Our analysis was

e ectiv eat nding both memory errors and imp ortant leaks.
We identied 592 errors; including 10 double deletions that

could corrupt memory. It performed very well in three of the

four applications with dynamic leaks. It was also e ectiv e
at nding leaksthat did not occur in a particular program

execution. It found leaksnot identi ed dynamically in all of
the applications and 69 memory problems in the application

that had no dynamically identi able memory leaks. For the

program with the most leaks, adding polymorphic container

support to the analysis more than doubled the e ectiv eness
of our leak detection.

1.5 Summary of Contrib utions
The contributions of this paper include:

1. An object ownership model with polymorphic abstract
containers.

2. Use of the monomorphic ownership model to identify-
ing container implementations automatically .

3. A language for describing polymorphic abstract con-
tainer structure and ownership.

4. Use of a standard polymorphic type inference to nd
nested container structures based on user speci ca-
tions.

5. A context-sensitive and o w-sensitive polymorphic
container ownership inference algorithm.

6. An implementation of a tool to detect leaks in poly-
morphic containers.

7. Experimental validation of the e ectiv eness of our
techniques to identify polymorphic containers and
identify large volumes of memory leaks.

1.6 Paper Organization

We rst review the basic ownership model in Section 2.
We then presert a polymorphic stack in Section 3 that we
use as a running example throughout the paper. Section 4
de nes the system of typesand constraints we useto sum-
marize the polymorphic ownership of ead function. Sec-
tion 5 preserts our more user-friendly language that allows
usersto expressthe interfaces of container implementation
routines. Section 6 then describeshow our system automat-
ically infers the interfaces of all other routines and preserts
warnings to the user. Section 7 reports on the experimental
results. We discussrelated work in Section 8 and conclude
in Section 9.

2. THE MONOMORPHIC OWNERSHIP
MODEL

We start by reviewing the basic monomorphic ownership
model that does not include support for polymorphic con-
tainers; details have been preserted elsewhere [21]. The
model is based on three properties:

Prop erty B1. Only an allocator can return a pointer with
new ownership.

Prop erty B2. There exists one and only one owning
pointer to every object allocated but not delete.

Prop erty B3. A deallocator, applicable only to an owning
pointer, renders the pointer non-owning.

These properties guarantee that no object is deleted more
than once. They alsoguarantee that a program hasno mem-
ory leaks exceptin the casewhere objects may participate in
a cycle of owning references[21]; however, we do not know
of any usageof the ownership model that would create such
cycles.



2.1 Constraint-BasedType System

We have previously introduced an ownership constraint-
basedtype system such that type-safeprograms satisfy all
the above properties, and therefore have no leaks or double
deletes[21]. The type system has an inference rule for each
kind of statement specifying the constraints that must be
satis ed to guarantee type-safet. We describe the inference
rules informally below.

For an allocation statement p = new <type>, we require
that p must not be an owning pointer before the statement
but an owning pointer afterwards.

For a deallocation statement, delete p, p must be an
owning pointer before the statement and not owning after-
wards.

For a pointer assignmert statement g = p, ownership
must be consened, namely:

1. g must not be an owning pointer before the statement,

2. if p is an owning pointer before the statement, the
ownership may be kept with p or transferred to q,

3. if pis not an owning pointer beforethe statement then
neither p nor q is owning.

In parameter passing, ownerships may also be optionally
transferred from the actual to the formal arguments, they
are modeled in a manner similar to assignmen statements.

In this basic model, we assumedthat indirectly written
pointers cannot hold ownership in C. That is, given an in-
direct store statement *p = g, we assumethat *p is not an
owning pointer. In C++, a member must either be owning
or non-owning at all boundaries of public method invoca-
tions. The basic model cannot handle polymorphic contain-
ers.

Our analysis is o w-sensitive but path-insensitive. The
ownership of a pointer can vary from program point to pro-
gram point, but every pointer in all instances of the same
program point must have the sameownership regardlessthe
path taken to get there.

Our analysis is fully context-sensitive. Parameters at dif-
ferent call sites can have di eren t ownerships provided that
the constraints of the called routines are satis ed.

2.2 Ownership Constraints

We have developed an inference algorithm that collects
ownership constraints from a program and infers an inter-
facethat summarizesthe constraints for ead function. The
interfaces assaiate an ownership type with ead pointer
parameter in a function. Ownership types can be assigned
either value 1 to indicate it is an \owning" pointer, or 0O
to indicate \non-owning". Constraints usedin the interface
can be of two di eren t forms, as explained below.

Linear constrain ts, a limited form of O-1 integer linear
programs, are used to model optional ownership transfer.
For example, let , and ¢ bethe ownerships of pointer vari-
ables p and g before an assignmert statement, and S and
g be the ownerships afterwards, the ownership constraint
of the assignmert can be expressedas:

9= 0" p= p+ g

Instan tiation  constrain ts are used to handle context-
sensitive ownerships. We require that the ownership type
of an actual parameter °at each call site i be an instanti-
ation of a formal parameter , written 0 ' When actual

ownerships are substituted for the formal ownerships in a
constraint, the resulting constraint must still be satis able.

Consider the identit y function that returns its input un-
changed. While one invocation may pass in an owning
pointer and get back an owning pointer, another invoca-
tion may passin a non-owning pointer and get back a non-
owning pointer. A context-insensitiv e approach would re-
quire actual parameters at eac call site to have the same
ownership and would generate very imprecise results.

The identity function has the constraint , = ¢ where
p and ¢ are the ownerships of the input and output, re-
spectively. Let the ownerships of the actual argument and
return at acall site be § and §. Constraints on the actuals
can be more speci ¢ than constraints on the formals. Thus
o=1~ 3=1or =0~ = 0would bevalid constraints
on the actuals.

2.3 Ownership Type Inference

To determine if there are errors in the program, our own-
ership inference algorithm collects all the constraints from
the program and tries to nd an assignmert to the owner-
ship variables such that all the constraints can be satis ed.
If the constraints are consistert, then there are no double
deletesor memory leaks; otherwise, our algorithm generates
warnings on potential errors.

For the simple example below:

p = new int; Q)
q=p; )
delete q; 3)

our type system generates the constraint that p must be
an owning pointer after statement (1), g must be owning
before statement (3). All the constraints can be satis ed
by assumingthat the assignmert in statement (2) transfers
ownership from p to g. Therefore, there are no leaks or
double deletes. Note that ownership is a property of pointer
variables. This approach eliminates the need for counting
references[21].

The ownership inference algorithm is fully context-
sensitive. Using a xp oint calculation, it computes an inter-
face for eacth function that summarizes the ownership con-
straints betweenits parameter arguments and return values.
The interface represerts the satisfying assignmers of 0,1
values to the ownerships of arguments and return values.
The algorithm is sound in that it nds all the constraint
violations and henceall potential leaks.

It is important that we correctly identify the source of
errors. Our technique gives higher priorities to more pre-
cise constraints and considersthem rst. For example, con-
straints assaiated with deallocations are given a higher pri-
ority over constraints requiring that indirectly written point-
ersmust be non-owning. If there is an inconsistency between
these two rules, it is likely to be causedby the latter. Our
system considersthe constraints in decreasingorder of pri-
ority; a constraint found to be inconsistent with the con-
straints collected so far is deemedthe source of the error,
agged as an error, and excluded from further considera-
tion. The priority of the errors are also reported so users
can concertrate on xing high-priorit y errors. In addition
to the prioritization of constraints, the analysis reports re-
lated constraint violations together. Wefound the algorithm
to be e ectiv e in pinpointing the source of problems.



2.4 Identifying Container
Routines

The monomorphic ownership type system will ag all
caseswhere ownership disappears into memory locations
that are written indirectly , array elemerts, elds in C struc-
tures, and non-owning elds in C. Many of these reported
errors are false warnings; however these errors are useful
becausethey identify those functions that manipulate own-
ing pointers. These warnings thus serve as indications of
where the container implementation routines are and which
routines can use manually supplied speci cations.

Implementation

3. EXAMPLE: A POLYMORPHIC STACK
IN C

Shown in Figure 1 is a standard C declaration and brief
description of a stack and a set of routines implementing it.
As written, any instance of the stack can hold elemerts of
any type. We assumein this paper that ead instance of a
stack only holds elemerts of a single type.

typedef struct stack t f
int size; /I element count
void **arr; /I array of elements
g stack;

stack *stack _alloc();
Allo cates a new stack.

void stack _push(stack *s, void *e);
Pushesan elemert onto the stack.

void *stack _pop(stack *s);
Removesan elemen from the stack.

void stack _free(stack *s);
Freesthe stack without freeing the elemerts.

void stack _free _all(stack *s, void (*f)(void *));
Invokesa function f on ead elemert of the stack to free
the storage assaiated with the elemen then freesthe
stack. This is useful for implementing a polymorphic
stack data structure whose elemerts may themselves
be containers.

Figure 1: C Interface of a Polymorphic Stack

Our ownership model assumesthat any instance of a stack
can chooseto own or not own its elemerts, but the choice
remains the same throughout the lifetime of that instance.
An example illustrating the use of polymorphic ownership
is shown in Figure 2. The example has two stacks: s points
to a stack of integers, and ss points to a stack of stacks of
integers. This example hasno memory leaks becauseline (7)
freesthe stack pointed to by ss and all its stack members,
and line (8) frees the integer pointed by p. Reasoningin
terms of ownership, we say that the stack pointed to by s
doesnot own its members, whereasthe stack pointed to by
ss does. When p is pushed onto s, p retains ownership, and
is responsible for its deletion, which happensin line (8).

4. POLYMORPHIC OWNERSHIP
INTERFACES

Ownership inference summarizes every function in the
program with an interface that species constraints on the

void nested_stack _of _ints() f

/* build a stack of ints */

stack *s = stack _alloc(); (2)
int *p = new int; 2
stack _push(s, p); 3)
[* build a stack of stacks of ints */
stack *ss = stack _alloc(); (4)
stack _push(ss, s); (5)

[* free ss, s, p*
void (*f)(stack *) = &stack_free; (6)

stack _free _all(ss, f); (7)
delete p; 8)
g ©)

Figure 2: Polymorphic stack usage

types of the parameters. Typesin the polymorphic owner-
ship model are more elaborate. We needto track the own-
ership of pointers and, for pointers pointing to containers,
the structure of the containers and the ownership designa-
tion for each eld at ead nesting level. We rst de ne the
types, then the constraints allowed on the types.

4.1 Types

A type can be one of:

A type variable

A pointer type (ptr ) which has an ownership type
and a pointed-to type

A parameterized container type hi. Here, s the
name of the parameterized container, and is the type
parameter. Each container has a number of typed
elds f:

A product type (
aggregates.

A basetyperepreserting non-owning integerand oat-
ing point scalars.

A non-owning imprecise bottom type ? to represert
any object that contains no owning pointers. We actu-
ally maintain a disjoint sum of typesto better handle
function pointers asin [13].

) for represerting anonymous

A function type( ! ).
An empty type unit usedfor empty function parame-
ters.

Fields in containers are abstract. We usea eld to repre-
sert a set of objects that have the same structure and own-
erships. For example, we can declare the stack container
as:

stack h i felem:ptr, g

We use the abstract elem eld to represert the size and
the arr array in the stack implementation. The user of the
container can treat the stack as having a single pointer that
points to an object with parametric type The pointer
elem itself is owned by the container, meaning that it will
be deleted when the container is deleted.

Our type systemis o0 w-sensitive becausea variable may
have dierent typesat dierent program points. Figure 3
shows the typesof the variables for our example in Figure 2.



Variable | Type [ Lines
p ptr ,base 2 8
S ptr , stack hptr ,base 1 5
s ptr o stack hptr base 5 9
Ss ptr , stack hptr , stack hptr ;basei |4 7
f ptr , stack hptr ;basd ! unit 6 9

Figure 3: Variable Types

p is an owning pointer to a basetype.

s is apointer to a stack of non-owning pointers to base-
type objects. s owns the stack until line 5, where its
ownership is transferred into the elemerts of ss.

ss is an owning pointer to a stack of owned stacks of
non-owning base-type objects.

f points to a function that acceptsan owning pointer
to a stack which doesnot own its elemerts and returns
nothing.

4.2 Constraints

The interface of a function placesconstraints on the types
of its parameters. For example, the interface of the function
stack _free is

(ptr ystack h i ! unit ) such that non-own( ):

This interface says that stack _free hasoneargument and it
returns no result. The argument is an owning pointer since
it will be freed within the function. It points to a container
named stack which is parameterized by typevariable . Be-
causestack _free doesnot free any of the elemerts in the
container, the parameterized type must not carry any own-
ership. This constraint is written non-own( ) and described
below. Constraints on typescan be of the following forms:

Ownership constraints on ownership type componerts.

Non-owning constraints (non-own( )). This forcesthe
type to be either a non-owning pointer variable, a
product type with non-owning componerts, or one of
the other (implicity non-owning) types. These are
generatedwhen a variable is overwritten or exits scope.

Equivalence constraints ( 1= 2). Equivalence con-
straints force two types and their respective compo-
nents to be equivalent.

Linear constraints, e.g. ( 1= 2 + 3), for modeling as-
signmernt statements and parameter passing. As an
example, for the statement g = p, we require that
p= p’+ q¢°where , is the type of p beforethe assign-
ment, and ,°and 4° are the typesof p and q after
the assignmen, respectively.

If 1; 2, and 3 are pointer types with ownerships
1, 2; 3,and pointeetypes 2 2 and J, respectively,
then 1= ,+ 3,and 2= 9= 2. If 1; »; 3 areprod-
uct types, the linear constraint is de ned similarly
for each of its components. Otherwise, 1= 2+ 3 i

1= 2= 3.

Instantiation constraints on types (1 ' 2). These
constraints are analogous to the instantiation con-
straints on ownership typesdiscussedin Section 2.2.

Routine [ Type | where
stack _alloc (unit ! ptr,stack h i)
stack _push (ptr ostack h i I unit )
stack _pop (ptr ostackh i ! )
stack _free (ptr ;stack h i ! unit ) non-own( )
stack _free _all | (ptr,;stack h i

(! unit)! unit)

Figure 4: Stack Implemen tation Routine Specica-
tions

The interfaces for ead of the stack implementation rou-
tines are shown in Figure 4. Equivalent typeshave the same
name in atype expression. Type constraints that cannot be
expressedimplicitly as equivalenceare preserted in the col-
umn labeled \where".

stack _alloc takes no arguments and returns an owning
pointer pointing to a parameterized stack container with
elemerts of unconstrained type

stack _push accepts a non-owning pointer to a stack,
whose elemerts have types equivalent to that of the sec-
ond argument. By the de nition of type equivalence, if the
secondargument is a pointer, the stack owns its elemerts i
the secondargument is a pointer with ownership. Moreover,
if the secondargument points to a container, then the ele-
ments of the stack and the secondargument have the same
structure and ownerships at eac nesting level.

stack _pop accepts a non-owning pointer to a stack of el-
emerts with typesequivalent to that of the returned value.

stack _free _all acceptsan owning pointer to a stack, and
a function that acceptsan argument that hasthe sametype
asthe elemert on the stack.

5. POLYMORPHIC CONTAINER
SPECIFICATIONS

We assumethat all the indirect loads and storesinvolving
owning pointers are encapsulated in container implementa-
tion routines. Conversely, any indirect loads and stores in
the rest of the code are assumedto involve only non-owning
pointers. The user is responsible for specifying correct in-
terfacesto container implementation routines; our inference
algorithm automatically nds the interfacesto all the other
routines and reports all potential errors.

Instead of asking programmers to learn the formal type
notations de ned above, we have created a more user-
friendly specication language that is modeled after de -
nitions of templates and generic classes. The language is
simply syntactic sugar for a subset of the formal type sys-
tem. The full languageis de ned in [20]. To give the reader
a avor of the language, the user-supplied equivalent of the
formal speci cations for the stack routines are shown in Fig-
ure 5.

We use the keywords container to declare containers,
own to stand for an owning pointer, ref to stand for a non-
owning pointer, where for including additional type con-
straints, and the predicate ref _typ e(T) to indicate that T
is a non-owning type, equivalent to a formal constraint like
non-owr( ). The correspondence of this speci cation with
the formal version is self-explanatory.



type T;

container stack<T> f
own T * elem;

9

own stack<T> *stack _alloc();
void stack _push(ref stack<T> *s, T e);
T stack _pop(ref stack<T> *s);
void stack _free( own stack<T> *s)
where f ref type(T) g ;
void stack _free _all( own stack<T> *s,
void (*)(T)) ;

Figure 5: Specication for the Stack Container and

Interfaces in Figure 1

6. POLYMORPHIC TYPE SYSTEM AND
INFERENCE

The polymorphic type system is based on the sameprop-
erties (B1{B3) asthe monomorphic version; however, it re-
moves many false warnings and increasesthe accuracy of
others since it properly tracks ownership across polymor-
phic containers. In addition, to reducethe number of warn-
ings preserted to the user, related constraint violations are
groupedinto a singlewarning. In this system, we assumethe
user-provided interfaces to container implementation rou-
tines are correct. The type system that we have de ned
guarantees a type-safeprogram will not have memory leaks
nor double deletes. It is sound: it gives warnings on all
potential errors.

6.1 Type System

The polymorphic type system de nition is similar to the
monomorphic model. It is ow- and context-sensitive but
path-insensitive. A formal description of our type systemis
preserted in [20]. Here we focus only on the major dier-
encesfrom the monomorphic model.

As before, the type of a pointer can vary from program
point to program point, and every pointer in all instances of
the sameprogram point must have the sametype. The poly-
morphic system replacesa pointer's ownership type with a
structural typethat contains both an ownership type and a
structural pointed-to type.

The pointer assignmert statement g = p is handled as
follows. Let , and 4 be the types of variables p and q
before an assignmen statement, and F‘,’ and gbethe types
afterwards. The constraint to be generated is:

non-own( q) * p= g+ o
g must not carry any ownership before the assignmen. The
linear constraint requires that the ownerships of pointers are
consened and, after the statement, p and g both point to
the sametype as the pointee of p before the statement.

All the interesting indirect memory accessesare assumed
to be encapsulated in container implementation routines,
for which speci cations have been supplied. We generate
instantiation constraints to ensure that suc interfaces are
obeyed in a context-sensitive manner. Indirect memory ac-
cesseutside of the container implementation routines are
assumedto operate on non-owning pointers, like before. All

these inference rules ensure that there is one and only one
owning pointer to every object at all times, provided that
the user-speci ed interfaces are correct.

6.2 TypelInference

The type inference algorithm consists of two steps, the
rst infers the structure of the containers, the secondsolves
the constraints on ownerships.

Structure Inference . We use a standard polymorphic in-
ference algorithm to determine the structure of containers
implied by the the specied interfaces acrossthe program.
The problem of solving structure constraints is equivalent
to semi-uni cation [22], which has been proven undecid-
able [23]. Henglein proposeda semi-decisionprocedure that
has never failed to terminate. Our implementation is based
on a more recert algorithm from Fehndrich et al. [13]. Ap-
plying the algorithm generatesthe structural componerts,
but not the ownership componerts of our types.
Ownership Inference . From the structural typeinference,
we know at eact program point whether a pointer points to
a container. When it points to a container, we also know the
nested structure of that container. We assaiate an owner-
ship type variable with eac component of eact nesting level
of containers.

The inference required for polymorphic ownership re-
quires many more ownership variables and constraints than
a monomorphic ownership system [21]. However, the own-
ership constraints collected have the same form as those
collected in a monomorphic type system. Thus, the same
ownership inference algorithm can be used to resolve the
ownership constraints. The algorithm pinp oints sources of
inconsistency as potential statements that leak memory.

We now return to our polymorphic stack example and
show the constraints generated by our type system on this
code. Let p2s» pP3» Pgs Siyv S31 Szy  SSgy SS5o and Ss7
be ownership variables for p, s and ss. Each is subscripted
with the statement number where it is generated becauseof
a potential ownership transfer in the program.

From the polymorphic structure type inference, we know
that s is a stack of integers, and ss is a stack of stacks of
integers. Let e and ss:.e be the ownership of elemerts of
the stacks pointed to by s and ss, respectively, and ssee
be the ownership of the integer elemerts in the stacks that
are elemerts of the stack pointed to by ss.

Let ¢.1 bethe ownership of the function pointer f's rst
argument. .1 represerts the elemerts of the stack pointed
to by the rst argument.

The ownership constraints generated by this example are:

Lines 1,2,4: An allocator returns an owning pointer: s, =
1, p2 = 1, ss4 — 1.
Lines 3,5: The speci cation on stack _push says

1. The ownership of the rst argument is not passedinto
the routine: s; = 3+ 0, ss, = ss5 + 0.

2. The abstract elem eld hasthe sameownership asthe
second argument. This meansthat (1) if the owner-
ship is passedin, then the elem eld owns its members

pp = pst se; s3 = ss T sse and(2) if the second
argumernt is a container, then the members of the elem
eld must have the samenested ownerships. From line

5 se = ssee-

Line 6: Taking the address of stack _free transfers con-
straints projected from its declared signature (including the



where clause) onto a function pointer's parameters and their
components: .1 = 1, f.1.e = 0.

Line 7: The specication on stack _free _all says that the
rst argument takes an owning pointer and makesit non-
owning. In addition, ownership of the elemerts in the rst
argument and their components must match that of the ar-
guments of the function pointer: ssg = ss; + 1, sse =
f:1, ssee — f:le-

Line 8: A deallocator takesan owning pointer and makesit
non-owning: p; = pg + 1.

Line 9: Variables are non-owning when they exit their scope:
ss =0, ss; =0, pg=0.

The ownership constraints that are generated have a sim-
ple solution that satises all of them when ,, transfers
ownership to p, instead of into se, the elemerts of the
stack pointed to by s. The solution is:

557:0
5520

pp = pg =1 se = ssee = fi1e = 0

ssq = sss = 1

s1 = s3= sse = fu=1

pg = 0

Because there exists a solution that satises all of the
constraints, we know that there are no leaks of objects and
no object is deleted more than once.

6.3 Reporting Constraint Violations

A single error in the program can lead to multiple related
constraint violations. In [21], each constraint violation was
reported as a separate warning, resulting in a multiple dis-
tinct warnings for the same problem. In order to reduce
the number of warnings that needto be examined, we com-
pute partitions of connected components of the original set
of constraints within a procedure. All constraint violations
within a partition are grouped together in a single warning.

void multi_violation() f
void *a = malloc(); Q)
if (cO) f
free(a); (2)
g else if (c1) f
use(a); // no deallocation 3)
g else f
use(a); // no deallocation 4)
g
g

Figure 6: Multiple constrain t violations

In the example code in Figure 6, a must be an owning
pointer after (1) and before (2). Our analysis computes
that it must also be owning before (3) and (4). If use does
not deallocate or take ownership of its argument, the con-
straints that require a to be an owning pointer before, but
a non-owning pointer after statements (3) and (4) will be
violated. Becausethe ownership of a before the if state-
ments is equivalent acrossead branch of control o w, these
violated constraints will be combined into a single warning.

7. EXPERIMENT AL RESULTS

We have incorporated our container modeling and poly-
morphic ownership into the original Clouseau system, im-
plemented in the SUIF2 [28] compiler infrastructure. Our

tool works for both C and C++ programs. We report on
experiments used to evaluate the applicability and practi-
cality of our model across v e realistically large C and C++
packagesincluding over one million lines of code.

7.1 Evaluation of the Model for C and C++
Programs

We applied our analysis to over a million lines of code in
the following C and C++ packages: gentoo, a windowed
application compiled with the gtk+ and glib libraries;
OpenSSLa widely used cryptographic library; MPlayer, a
multi-media player; an internal developmernt version of the
SUIF2compiler; and a developmert version of a proprietary
commercial hardware description compiler denoted here as
hwc These programs are all in active development and all
except OpenSSlcontained someleaksin a the dynamic exe-
cution of a test program.

Table 1 summarizes for each packagethe number of lines
of code reported by SLOCCount [32], the analysis time, the
number of polymorphic containers identi ed, the number
of procedure speci cations written for these corntainers, the
number of speci cations written for other routines, the num-
ber of leaks, double deletions and total errors identi ed with
static analysis.

Most of the polymorphic containers and implementation
routines that needed speci cation were identied quickly
and automatically. For the SUIF2 compiler, we used our
rst-hand knowledge to identify the template classesand
functions that implemented polymorphic containers. For
the rest of the programs, we used an initial run of Clouseau
without container speci cations to identify potential con-
tainer implementation routines as described in Section 2.4.
All but one of the polymorphic containers in these programs
were identi ed with this initial analysis.

Writing speci cations for our experiment was relativ ely
simple and fast. It required only understanding potential
ownership transfers between contained elemerts and proce-
dure parameters. This took no more than a few minutes
for each function. An ownership speci cation can be reused
throughout the life of the software. In gentoo for example,
the speci cations generatedcan benet any application that
usesthe glib or gtk+ libraries.

All of the applications except MPlayer use polymorphic
containers that follow the ownership model. Providing a
polymorphic speci cation for these containers removessome
warnings and increasesthe precision of somelow-level warn-
ings over the basic un-annotated model.

The speci cation language is useful for more than just
polymorphic containers. We report the number of other
speci ed interfaces in the \Other Procedures" column of
Figure 1. These procedures included some monomorphic
containers, and a few reference counting implementations
that could be e ectiv ely modeled with ownership.

This experiment demonstrates that enforcing the owner-
ship model with Clouseauis e ectiv e at identifying memory
problems for all of these applications. We found a total of
592errors, including 10 double deletions. Theseare more se-
rious than memory leaks sincethey can easily causeprogram
failure and can be potentially exploited for remote system
attacks [8].



Application | Lines of | Analysis | Polymorphic | Polymorphic Other | Leaks | Double | Total

Code Time Containers Procedures | Procedures Deletes | Errors
gernoo 34K 2m 20s 4 51 0 31 0 31
OpenSSL 187K | 6m 14s 1 6 50 102 3 105
MPlayer 412K | 8m 01s 0 0 10 70 7 77
SUIF2 328K | 19m 58s 4 42 9 90 0 90
hwce 125K | 4m 09s 4 18 7 324 1 325
Total 1086K | 40m 42s 13 117 76 617 11 628

Table 1: Applications, Polymorphic Containers and Pro cedure Specication Coun ts

7.2 Error Identi cation

Application | Warnings FP (%) Esc
gernoo 48 | 41(85%) | 130
OpenSSL 351 | 246 (70%) | 524
MPlayer 121 | 52(43%) | 739
SUIF2 281 | 226 (80%) | 274
hwc 350 | 177 (51%) | 1306
Total 1151 | 742 (64%) | 2973

Table 2: False Positiv e Rates of the Final Specica-
tion on the Original Source

Identifying errors and xing them with our tool is an iter-
ativ e process,lik e the processof syntax cheding a program.
Fixing an error in the source code can eliminate warnings,
but it can also lead to the identi cation of other errors and
lead to opportunities for further specication of container
or procedureinterfaces. In the original experiment, we xed
errors, added speci cations and re-ran the analysis until we
could nd no more errors. Becauseour analysis is fast, we
can re-analyze a program when a source le or speci cation
changesin a matter of minutes. Post-processingallows a
user to ignore warnings that have beenpreviously identi ed
as spurious. The program is re-analyzed whenewer a pre-
viously identied problem is found to propagate spurious
warnings to other parts of the program.

To separate the false-positive rates for our analysis from
the iterativ e processdescribed above, we perform an experi-
ment that analyzesone program from eac packagewith the
nal specication. We reviewed all of the high-level warn-
ings and identi ed the warnings that did not indicate one
or more errors in the program. Table 2 givesthe number of
high-level warnings and the number and percertage of these
warnings that are false-positives. For completeness,the last
column preserts the number of warnings about ownership
that escapes our model. These are warnings required for
soundnessand are not reviewed for errors.

Warnings point to locations in the code where the owner-
ship model is violated. In many casesthesedirectly identify
problems. Some programming idioms will cause expected
warnings from our analysis. For example, our analysis will
always generate warnings when a boolean condition, rather
than the null -nessof a pointer is usedto track ownership.
Experience with the code can help nd errors assaiated
with an otherwise expected warning. Reviewing the parti-
tioned warnings in OpenSSlhelped us nd an additional 36
errors beyond those reported in [20].

The false positive ratio among high-level warnings av-
erages 64%. This is similar to that reported by previous
0 w-sensitive leak detection [21]. Hacket [18] and Xie [33]
have more precise path-sensitive analysesthat have identi-
ed bugs in OpenSSLXie et al. report a false positive ra-
tio under 1% with a much longer single processorexecution
time. Their analysis does not attempt to identify double
deletions found by ours. We identify leaksthat they do not
nd, aswell onesthat had been xed in the versionthey an-
alyzed. They report a larger number of errors by analyzing
all of the test programs, while we only analyzed one. Hacket
usesa shape analysis to more precisely track memory loca-
tions from allocation sites, but the approach fails to nish
for 3 allocation sitesin a portion of OpenSSland they report
nding only 4 bugs from 13 warnings.

7.3 Effectivenessf Static Leak Detection

We use Valgrind [24] to evaluate our static memory leak
detector by the volume of leaks identied. The version of
Valgrind we used reports the volume of memory allocated
but not deallocated or placedinto persistert data structures.
Valgrind canonly report the stack frame where leaked mem-
ory wasallocated and cannot pinp oint the sourceof an error,
unlik e our static tool. We measuredthe original volume of
memory leaked by the program for a particular input set.
We then measuredmemory leaks after xing statically iden-
tied errors. Finally, we used a range of aggressive dynamic
techniques to x all of the program errors that we could
reasonably identify that actually causedmemory leaks.

The rst column of Table 3 reports the volume of leaks
in the original application. The next columns give the num-
ber of leaks and double deletes identied after our static
analysis, the leak volume removed by xing these problems,
and the percertage of leak volume removed. The last set
of columns presert the number of leaks and double deletes
identied with dynamic analysis techniques along with the
leak volume removed with dynamic analysis.

In each case, static analysis allowed us to nd leaks not
identied with dynamic methods becausethey did not hap-
pen to occur in the program execution. In two packages,
MPlayer and hwc we identied over 90% of the leak vol-
ume found by Valgrind on a single program execution. In
OpenSSlour static analysis found 67 leaks and 2 potential
double deleteseven though the dynamic analysis was unable
to identify any leaks. In gentoo, xing the errors identi ed
from the static analysis had only a minor impact on the
volume of leaked memory. However, leaked memory is only
a portion of the total memory used by the program. The
errors we xed reduced the total memory used by over 4.5
times the volume of leaked memory reported by Valgrind.



Clouseau Dynamic Analysis

Original Errors Found Leak Errors Found Leak
Application Leak || Leaks | Double | Total Volume Pct || Leaks | Double | Total Volume

Volume Deletes Removed Deletes Removed
gertoo 28K 31 0 31 1K 3.6% 8 0 8 1K
OpenSSL 0 102 3 105 0 0 0 0 0 0
MPlayer 1,591K 70 7 77 1,581K | 99.4% 15 0 15 1,589K
SUIF2 121K 90 0 90 23K | 19.0% 59 3 62 121K
hwce 53,234K 324 1 325 | 49,039K | 92.1% 171 0 171 | 53,230K
Total 617 11 628 253 3 256

Table 3: Num ber of Errors and Leak Volumes Identied with Static and Dynamic Analysis. An Additional

132K of Weakly Referenced Memory was Remo ved from gentoo with Static Analysis

In SUIF2 our analysis did not perform as well. It was only
able to reduce the leak volume by about 19%. However,
the procedure signatures computed by the static analysis
were found to be useful during the dynamic leak detection
process.

Static analysis is more e ectiv e than dynamic instrumen-
tation in nding leaks throughout a program becauseit is
not restricted to instrumented executions. It is alsoe ectiv e
at identifying the sourceof leaks. Dynamic instrumentation
is more e ectiv e at prioritizing leaks by volume on a partic-
ular execution. However, we found it dicult in many cases
with dynamic leak detection to identify the programming
errors assaiated with dynamic leak warnings.

Attempting to use dynamic methods to remove all of the
leaks in a program, especially oneswith reference counting
and user-de ned allocators was very time consuming. It of-
ten required temporary program modi cations, debugging
with hardware watchpoints, and manual review of the pro-
gram. In caseswhere we resorted to manual review of the
program, the ownership signatures produced by the static
analysis helped tremendously in reducing the amount of in-
spected code.

7.4 Detailed Study of a Leaky Program

Since polymorphic ownership is most important in hwc
and it is the leakiest of the programs that we studied, we
looked more closely at this program. We ran our analysis
rst with the limited ownership model in [21], then with the
ownership model preserted here.

Tedhniques Errors | Remaining Accounted for:
Found Volume | Volume %
Monomorphic 195 32.5MB | 20.7 MB 38.9
Polymorphic 130 42MB | 28.3MB 53.2
Static Total 325 4.2 MB | 49.0 MB 92.1
| Dynamic | 171] OMB [ 532MB | 100.0]

Table 4: Num ber of Errors and Eliminated Dynamic
Volume Out of the 53.2 MB Leak ed

The rst row of data in Table 4 reports the result of ap-
plying the ownership model without container support to
the program: 508 high-level warnings, 38% or 195 of which
wereerrors. It alsoreports a large number of low-level warn-
ings which were not examined for memory leaks. Fixing the
high-level warnings reported from the automatic analysis

eliminated about 38.9% of the leak volume found dynami-
cally.

The errors identied by the addition of container inter-
facesafter monomorphic ownership more than doubled the
leak volumeidenti ed statically; goingfrom 20.7MB of leaks
to 49.0 MB and 92.1% of the dynamic leak volume. The
container-related errors were remarkably accurate as well.
Of the 72 warnings related to containers, 70 of them were
errors, achieving a correct reporting rate of 97%.

8. RELATED WORK

This work builds on previous work in static leak detec-
tion, instantiation-based type systems, linear types, object
ownership models and capability-based type systems. In
particular, our model is directly derived from that used in
Clouseau [21]. Every object has an owner at each program
point, ownership can be transferred, and arbitrary aliases
are allowed. These properties help nd memory leaks, but
do not eliminate referencesto dangling pointers. This paper
shows how ownership can be extended to handle polymor-
phic containers to help nd the majority of memory leaksin
practice and pinpoint the causeof the errors.

The Ownership Mo del. Our ownership model [21] is
geared towards memory managemert and is di erent from
the concept of ownership type [7, 25]. Ownership types
have been designed to enforce object encapsulation, and
have beenusedto prevent data racesand deadlocks [2]. Ex-
tensions make ownership typesmore exible [1, 2,5, 6].

Our model and linear types use the concept of passing
ownership between variables. However, unlik e linear types,
assignmerts are not required to transfer ownership. Model-
ing the optional transfer with a constraint allows our model
to be applied to real code. Strict linear typesrequire that
the right-hand-side pointer in an assignmen be nulli ed.
Extensions have been proposedto make linear types more
exible [3, 30]. Alias types have been proposedto allow
limited forms of aliasing by specifying the expected data
memory shape properties [27, 31]. Linear typeshave been
applied to track resource usage[12] and verify the correct-
ness of region-based memory managemert [9, 14, 15, 16,
17, 29].

Recert work with three-valued logic for automatic precise
pointer shape analysis can prove the absence of memory
leaks for somecomplex data structures [10, 26] though scal-
ability has not beendemonstrated. Hackett [18] preserts
a more scalable demand-driven analysis that tracks heap
objects and can precisely analyze some acyclic list imple-



mentations. They can also statically detect some mem-
ory leaks, dangling dereferences,and multiple deletions of
objects. Xie [33] use boolean satis abilit y to add path-
sensitivity to static memory leak detection. Their results
demonstrate very good false-positive ratios. These bene ts
come at the expenseof signi cantly longer analysis times.
Exp erimen tal Results. Fully automatic, though un-
sound, tools that have beenfound to be e ectiv e in nding
program errors in large programs include PRE x [4] and
Metal [11, 19]. These systemsdo not have a notion of ob-
ject invariants, and to our knowledge do not recognize the
importance of containers for leak detection. Auditing the
low-level warnings resulting from the sound system in our
previous work heightened our interest in containers.

9. CONCLUSIONS

We created a formalization and a tool for static memory
leak detection based on a model of memory managemen
which handles polymorphic containers. In a study of v e
programs with one million lines of code, we demonstrate
the potential to greatly increasethe e ectiv enessof memory
leak detection. The technique signi cantly reduceddynamic
memory leak volumesin 3 of the 4 programs with dynamic
leaks. We identi ed 628 program errors including 11 double
deletions and found memory leaks in all of the programs.

Our ownership inference algorithm has three other uses.
First, becauseour analysis is sound, all procedures that
lose ownership are identied by warnings helping to iden-
tify those container implementation routines that can ben-
et from user-supplied speci cations. Second,the analysis
propagates all the constraints o w- and context-sensitiv ely
to nd all the violations of the interfaces automatically giv-
ing highly accurate reports on errors related to the usage
of polymorphic containers. Third, the automatically de-
rived speci cations are helpful to programmers in writing
new code and debugging dynamic leaks.
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